
Bezbedonosni inženjering

Uroš Babić
Security Architect at Crayon, Microsoft Security MVP, MCT
uros.babic@crayon.com

mailto:uros.babic@crayon.com


Bezbedonosni 
inženjering

Agenda:



Provide a layered approach and 

multiple levels of protection







Modernized security architecture principles, defined by The Open Group

Embraced by Microsoft and many other vendors in their reference architectures

The Zero Trust Security Architecture principles are:

1. Verify explicitly
Always authenticate and authorize based on all available data points, including 
user identity, location, device health, service or workload, data classification, 
and anomalies.

2. Use least privileged access
Limit user access with just-in-time and just-enough-access (JIT/JEA), risk-based 
adaptive polices, and data protection to help secure both data and 
productivity.

3. Assume breach
Minimize blast radius for breaches and prevent lateral movement by 
segmenting access by network, user, devices, and app awareness. Verify all 
sessions are encrypted end to end. Use analytics to get visibility, drive threat 
detection, and improve defenses.



Assume breach and verify each request as though it originates from an open network 



Hunting through attack chain



Hub is a virtual network in Azure that acts as a central point of connectivity to your on-

premises network. 

Spokes are virtual networks that peer with the hub and can be used to isolate workloads.



Network Security



Network 
Security



Limit virtual network traffic 

Can be associated to a subnet or 

a network interface 

Uses security rules to allow or 

deny network traffic 

Default inbound and outbound 

rules allow virtual network and 

load balancers – all other traffic 

denied



NSGs are evaluated 

independently for the subnet and 

NIC 

An “allow” rule must exist at both 

levels for traffic to be admitted 

You can add more rules – many 

preconfigured selections (SSH, 

RDP, FTP… )

Troubleshoot with the Effective 

Security Rules link



Extends your application's 

structure

ASGs logically group virtual 

machines – web servers, 

application servers

Define rules to control the traffic 

flow

Wrap the ASG with an NSG for 

added security



Endpoints limit network access to 

specific subnets and IP addresses

Improved security for your Azure 

service resources

Optimal routing for Azure service 

traffic from your virtual network

Endpoints use the Microsoft 

Azure backbone network

Simple to set up with less 

management overhead



Private connectivity to services on Azure

Traffic remains on the Microsoft network, 

with no public internet access

Integration with on-premises and peered 

networks

During a security incident within your network, 

only the mapped resource would be accessible



Balancing multi-tier applications by using both public and internal Load Balancer



Protects against cross site 

scripting and SQL injection

OWASP Core Rule sets 3.1, 3.0, 

2.29

Custom access control

Supports Azure Front Door, Azure 

Application Gateway, and CDN 

(preview)



Application layer security - WAF

Custom domains and certificate management

Multi-site hosting

URL redirection and URL rewrite

Protocol support – IPv6 and HTTP/2 traffic 

URL-based routing and session affinity

Accelerate application performance with 

anycast and split TCP

Layer 7 global routing





Host Security



Host Security

Remote Access Management



Microsoft Defender for Endpoint is an enterprise endpoint 

security platform designed to help enterprise networks prevent, 

detect, investigate, and respond to advanced threats.

Microsoft Defender for Endpoint is available in two plans, Defender for Endpoint Plan 1 and Plan 2.



Hardware Root-of-Trust          

• Trusted Platform Module (TPM) 2.0

• BitLocker Drive Encryption

• UEFI Secure Boot

• Drivers and Firmware Distributed 

through Windows Update

• Virtualization and HVCI Enabled

• Drivers and Apps HVCI-Ready

• Windows Hello

• DMA I/O Protection

• System Guard

• Modern Standby



Separate dedicated 

administrative accounts and 

workstations.

Protects from Internet 

attacks and threat vectors 

phishing attacks, application 

and OS vulnerabilities, and 

credential theft attack

Appropriate for accounts 

with access to high value 

assets -Administrators and 

High Sensitivity Information 

Workers



Improves consistency

Express complex deployments

Reduce manual, error prone tasks

Express requirements through code

Promotes reuse

Modular and can be linked

Simplifies orchestration

Enforces security concerns



Remote Desktop Protocol 

(RDP) for Windows-based 

virtual machines

Secure Shell Protocol 

(SSH) for Linux based 

virtual machines

Bastion Subnet for 

RDP/SSH through the 

Portal over SSL



Updates for Windows and Linux 

machines in Azure, in on-premises 

environments, and in other cloud 

environments.



Updates for Windows and Linux 

machines in Azure, in on-premises 

environments, and in other cloud 

environments.



Provides encryption of the 

operating system and data 

disks

Windows VMs (BitLocker) 

and Linux VMs (DM-Crypt)

Stores encryption keys in a 

customer-managed key 

vault



Supported Windows versions

Windows 11 Enterprise, Education, Pro, Pro Education 

Windows 10 Enterprise, Enterprise LTSC: 2016 (or later), Enterprise IoT, Enterprise Education, Windows 10 Pro, 

Windows 10 Pro Education

Windows 8.1 Enterprise, and Pro

Windows 7 SP1 Enterprise (Requires ESU for support.), and Pro (Requires ESU for support.)

Windows Server 2008 R2 SP1 (Requires ESU for support), 2012 R2, 2016, version 1803 or later, 2019 and later, 2019 

core edition, and 2022

Windows Virtual Desktop

Windows 365

Other Operating Systems 

macOS

Linux

Android

iOS



Cloud Adoption Framework: Guidance on security, including strategy, roles and 

responsibilities, Azure Top 10 Security Best Practices, and reference implementation.

Azure Well-Architected Framework: Guidance on securing your workloads on Azure.

The Chief Information Security Officer (CISO) Workshop: Program guidance and reference 

strategies to accelerate security modernization using Zero Trust principles.

Other industry and cloud service providers security best practice standards and framework: 

Examples include the Amazon Web Services, Center for Internet Security (CIS) Controls, National 

Institute of Standards and Technology, and the Payment Card Industry Data Security Standard.



Using the policies, Defender for Cloud 

periodically analyzes the compliance status of 

your resources to identify potential security 

misconfigurations and weaknesses.

It then provides you with recommendations 

on how to remediate those issues.

Recommendations result from assessing your 

resources against the relevant policies and 

identifying resources that aren't meeting your 

defined requirements.



Email Security



Email Security



Email Security



Email Security



Identity and 
Access
Management



Entra ID



Azure Active 
Directory 
(Azure AD)



Microsoft’s multi-

tenant cloud-based 

directory and identity 

management service

Identity management 

capabilities and 

integration

Integrates with 

Windows Server 

Active Directory

Provides SSO access



Service Authentication Structure What it's used for

Azure Active Directory Includes SAML, OpenID 

Connect (based on OAuth), 

WS-Federation

Tenants Internet-based services and applications 

like Office 365, Azure services, and third-

party SaaS applications

Active Directory Domain 

Services

Kerberos, NTLM Forests, domains, 

organizational units

Authentication and authorization for on-

premises printers, applications, file services, 

and more



Built-in Role Description

Global Administrator Users with this role have access to all administrative features in 

Azure Active Directory

Security 

Administrator

Users with this role have permissions to manage security-related 

features in the Microsoft 365 Security Center, Security Center, 

Azure Active Directory Identity Protection, Azure Information Protection, 

and Office 365 Security & Compliance Center

Billing Administrator Makes purchases, manages subscriptions, manages support tickets, and

monitors service health

Global Reader Users in this role can read settings and administrative information across 

Microsoft 365 services but can't take management actions. 









Log in without using a password, ever.

• Increased security

• Better user experience

• More insights with logs and audits



Hybrid Identity



Hybrid Identity

Authentication Decision Tree



Integrate your on-premises directories 

with Azure Active Directory

Provides a common identity for your 

users for Office 365, Azure, and SaaS 

applications integrated with Azure AD

There are several authentication options 

to enable hybrid identity



Alternate method to integrate your on-

premises directories with Azure Active 

Directory

Uses the Azure AD cloud provisioning 

agent

Runs stand-alone or along-side Azure AD 

Connect



Password Hash Synchronization (PHS) can 

synchronize an encrypted version of the 

password hash for user accounts

Pass-through authentication (PTA) 

authenticates the username and 

password with the on-premises domain 

controllers

AD FS is the Microsoft implementation of 

an identity federation solution that uses 

claims-based authentication 



Password hash synchronizes user 

passwords from on-premises Active 

Directory to cloud-based Azure AD

Sign into Azure AD services using the on-

premises password

Improve the productivity of your users 

and reduce your helpdesk costs



Supports user sign-in into 

all web browser-based 

applications and into 

Microsoft Office client 

applications 

Is a free feature and can be 

enabled via Azure AD 

Connect

Is not only for user sign-in 

but allows an organization 

to use other Azure AD 

features – MFA and Self-

Service Password Reset



Federation is a collection of domains that 

have established trust

You can federate your on-premises 

environment with Azure AD and use this 

federation for authentication and 

authorization

This sign-in method ensures that all user 

authentication occurs on-premises



Use Password Writeback to configure 

Azure AD to write passwords back to your 

on-premises Active Directory

A component of Azure AD Connect

Available to subscribers of Premium 

Azure Active Directory editions

Removes the need to set up and manage 

an on-premises SSPR solution



Azure AD Identity Protection



Azure AD 
Identity 
Protection



Automate the detection and 

remediation of identity-based 

risks

Investigate risks using data in 

the portal

Export risk detection data to 

third-party utilities for further 

analysis



Each detected suspicious action is stored in a record called a risk event

Leaked credentials

Sign in from anonymous IP addresses

Impossible travel to atypical locations

Sign in from unfamiliar locations

Sign in from infected devices

Sign in from IP addresses with 

suspicious activity



Applied to user sign-ins

Automatically respond 

based on a specific user’s 

risk level

Provide the condition (risk 

level) and action (block or 

allow)

Use a high threshold during 

policy roll out

Use a low threshold for 

greater security



Applied to all browser traffic and sign-ins 

using modern authentication

Automatically respond to a specific risk 

level

Provide the condition (risk level) and 

action (block or allow)

Target all policies to specific users – omit 

certain types of users



The security of MFA two-step 

verification lies in its layered 

approach

Authentication methods include:

• Something you know (typically 

a password)

• Something you have (a trusted 

device that is not easily 

duplicated, like a phone)

• Something you are 

(biometrics)



Select the users that you want 

to modify and enable for MFA

User states can be Enabled, 

Enforced, or Disabled

On first-time sign-in, after 

MFA has been enabled, users 

are prompted to configure 

their MFA settings

Azure MFA is included free of 

charge for global 

administrator security



Account Lockout –

temporarily lock accounts if 

too many denied 

authentication attempts 

occur.

Block/Unblock Users – block 

specific users from being able 

to receive MFA requests.

Fraud Alerts - Users can 

report fraudulent attempts to 

access their resources



Identity management is the new control plane

Use signals to make an 

informed decision

Base the decision on 

organizational policy

Enforce the decision across 

resources



Conditions –

“When this 

happens”

Access controls –

“Then do this”

Provides two step authentication verification
Lets you enforce controls on access to

apps based on specific conditions



Single sign-on









Privileged Identity Management



Privileged 
Identity 
Management 
(PIM)



We recommend Azure AD Privileged Identity Management as the service to help

protect your privileged accounts

Traditional Advanced Optimal

• MFA is enforced



Time-based and approval-based role activation for privileged users

Just-in-time privileged access 

to Azure

Time-bound access to 

resources

Approval to activate privileged 

roles

Multi-factor authentication to 

activate any role

Justification to understand why 

users activate

Notifications when privileged 

roles are activated

Access reviews to ensure users 

still need roles

Audit history for internal or 

external audit



Azure AD Roles 

Assign users to a role – users must elevate to use the 

privileges granted by the role

Prioritize protecting Azure AD roles that have the 

greatest number of permissions

Azure resources

Identify the management groups and subscriptions 

Resources most vital for your organization or host the 

most sensitive data

Resources that core, customer-facing applications 

depend on - PIM will help you discover these 

resources

Which Azure AD roles and 

resources should be 

protected with PIM?



The Global administrator (first user) who 

enables PIM gets write access

The first user can assign others to the 

Privileged Role Administrator

Global administrators (not first user), Security 

administrators, and Security readers have read-

only access

Ensure there are always at least two Privileged 

Role Administrators

PIM automatically enable when a privileged 

role goes into PIM or Roles and 

Administrators



Settings can be different for Azure AD roles and Azure resources





End of presentation


