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§SEC|T Sadrzaj

security consulting

* Tim predavaca

 Komponente bezbednosti informacija
* Kontrola pristupa mrezi

* Sistemi zastite

e Visefaktorska autentifikacija

* Kriptografija

* Fizicka bezbednost

www.secitsecurity.com
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Nseci Tim predavaca ‘m

security consulting

<&

* Prof drlgor Franc
e Uros Babi¢ — MCT instruktor
* Vladan Todorovic

* Mikica Ivosevic

* Aleksandar Mirkovic '

www.secitsecurity.com



% Spc|T Komponente bezbednosti
informacija

security consulting

* Informacioni sistem ne €ini samo hardver
racunara; on je potpun skup softvera,
hardvera, podataka, ljudi, procedura i mreze.

Podaci

www.secitsecurity.com



% SECIT Kontrola pristupa mrezi

security consulting

Ethernet ;
Switch Wireless
Access Pomt
O=ACME com ﬁ
ou=s.s|es
AAA

@

www.secitsecurity.com

Server



\5 SECIT Sistemi zastite

security consulting

e Zastitni zidovi - firewall

» Sistemi za detekciju/prevenciju upada
* Lazni mamci — Honeypot

e Visefaktorska autentifikacija
 Menadzeri lozinki

* Wi-Fi enterprise resenja

* Penetraciono testiranje

e Klasifikacija i oznacavanje informacija
 Dodatne kontrole

www.secitsecurity.com
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5 SECIT Zastitni zidovi - firewall

security consulting

www.secitsecurity.com
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§ SECIT Mrezne barijere Firewall

security consulting

» Softverski zastitni zidovi (lokalni)
* Hardverski zastitni zidovi (mrezni)
* Dinamicko ispitivanje paketa

* Nesigurni protokoli i portovi

www.secitsecurity.com
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\5 <gc;t Dinamicko ispitivanje
security consulting paketa

r‘- Dynamic Packet Filter =
—
v -
192.168.51.50 1721634

= SOUrce port

SOUrco adiress
destinaton port
destnaton adcress

$8%%¢

www.secitsecurity.com



NG
% SECIT Nesigurni protokoli i portovi

security consulting

 FTP (File Transfer Protocol) — port 21 i 20

e SFTP (Simple File Transfer Protocol) — port 115(tcp)

e TFTP (Trivial File Transfer Protocol) — port 69(udp)

* Telnet — port 23 (zamena sa sifrovanjem SSH — port 22)

e HTTP — port 80 (zamena https — port 143)

 NetBIOS —port 137,138 i 139 (microsoft)

* SNMP (Simple Network Management Protocol) vl iv2 — port 161
* SMTP —port 25

* POPv3 —-port 110
* |IMAP —port 143

www.secitsecurity.com
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%\ Sistemi za detekciju/prevenciju
SECIT
security consulting Upada

INTRUSION
PREVENTION

www.secitsecurity.com



% Sistemi za detekciju/prevenciju
SECIT
security consulting upada

* Detekcija upada

» Sistemi za detekciju/prevenciju upada bazirani
na hostu (HIDS/HIPS)

* Mrezni sistemi za detekciju/prevenciju upada
(NIDS/NIPS)

www.secitsecurity.com



% SECIT Detekcija upada

security consulting

— Ukoliko je upad detektovan dovoljno brzo,
napadac je identifikovan, pre nego sto nastupi
ostecenje sistema. Naime, sto je brze napadac
detektovan, maniji je stepen ostecenja, a sistem se
brze oporavlja.

— Sistem sa efektivno sprovedenom detekcijom
upada sprecava i deluje preventivno na napadaca.
Detekcija upada omogucava kolekciju informacija
o tehnikama napada koje se mogu upotrebiti da se
brzo ojaca prevencija upada.

www.secitsecurity.com
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5 SECIT Lazni mamci - Honeypot

security consulting

* \/rste laznih mamaca (low/high)
* Lokacije laznih mamaca
* Mreza laznih mamaca (Honeynet)

www.secitsecurity.com



%“SECIT Vrste laznih

security consulting Mamaca
Types of Honeypots
Low Interaction High Interaction
» Usually an image » Usually a physical
running on a physical machine
nachine » Used for research
« Used for logging purposes
intruders, distracting . Hi T
script kiddies and nghly.FIexmle in uses
stopping automated » More risk
attacks

 Less flexibility and risk

www.secitsecurity.com
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%5 SECIT Lokacije laznih
security consulting mamaca

iLocation of Honeypots

= In front of the Q/\;\J
firewall Ol —"

= Demilitarized — B _
Zone L%J FQ,J =Rel=

= Behind the g
firewall ://;\\ =
(Intranet) \j"‘ _ So=

www.secitsecurity.com
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§ Mreza laznih
SECIT
security consulting mamaca HOneyr'IEt

O O O w=—

Production Production Production 192.168.1.254
192.168.1.15 192.168.1.20 192.168.1.23

Honeywall
Gateway

ethz —
10.1.1.1

=l

Honeypot Honeypot Honeypot
192.168.1.101 192.168.1.102 192.168.1.103

www.secitsecurity.com



% SECIT Wireshark na Raspberry Pi 3

security consulting

e Kali image arm
* VNC server

FHRRR 82

 Putty klijent
i & sxuss2
@ |
S 10/100

Broadcom
BCM2837 64bit
Quad Core CPU

é g /LAN Port

3.5mm 4-pole

On Board 0/' : ComRosl e Video

‘?vlilfg}oOth 4.1 Output Jack

MicroSD CSI| Camera Port
Card Slot

Full Size HDMI

Micro USB Power Input. Video Output

Upgraded switched
ower source that can
andle up to 2.5 Amps

DSI Display Port

www.secitsecurity.com
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% SECIT Nadzor mreze

security consulting

* Logovanje aktivnosti na mrezi
* SIEM sistemi

www.secitsecurity.com



N seci Logovanje aktivnosti

security consulting

Administrators .
check for Syslog
messages.
Troubleshooting/
monitoring

Syslog
Messages Sent ‘

Syslog server
to Syslog Server

sends alerts to
‘ administrators

Network Devices Syslog Server

www.secitsecurity.com



\5 SECIT ecurity information an
security consulting event management-S|EM

% Log Collection § Real-time Alerting

;@ Log Analysis @l User Activity Monitoring
. Event Correlation (® Dashboards

D LogForensics B Reporting

[T Compliance @ File Integrity Monitoring

B3 Application Log Monitoring # :Ay;’t‘eigr?n[;evice Log

@ Object Access Auditing & Log Retention

www.secitsecurity.com
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%\ Visefaktorska
SECIT A
security consulting autentifikacija

www.secitsecurity.com



% SECIT Faktori autentikacije

security consulting

e Nesto Sto korisnik zna (password, PIN...)

* Nesto sto korisnik ima (smart kartica, mobilni...)
* Nesto Sto korisnik jeste (biometrija)

* Gde se korisnik nalazi (lokacija)

e Kako se korisnik ponasa (Sta radi i kada)

www.secitsecurity.com
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&’5\ Biometrijski sistemi
SECIT -
security consulting ZaStIte

* \/rste biometrijskih sistema zastite

* Top lista biometrijskih sistema zastite
* Pokazatelji uspesnosti

* Prihvacenost od strane korisnika

e Skener srca

* Skener hoda

* Biohakovanje

www.secitsecurity.com
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\/ﬁsmw Vrste biometrijskih
security consulting SiStema Zagtite

Retina Recognition Face Recognition Fingerprint
Recognition

Voice Recognition DNA Matching Finger Geometry Hand Geometry
Recognition Recognition

www.secitsecurity.com



\s\SEcw Top lista biometrijskih

secarity consulting sistema zastite

N OO B W N

3.

. Iris scan

. retina scan

. fingerprint recognition

. hand recognition / geometry / topography

. face recognition

. Voice recognition

. signature recognition (potpis, pritisak olovke)

keystroke dynamics (dwell time - koliko dugo pritiska

taster, flight time - koliko vreme je potrebno za prelazak sa
tastera na taster)

www.secitsecurity.com
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%\SECIT Prihvacenost od strane
security consulting korisnika

1. Behavior karakteristike
1. voice recognition
2. signature recognition
3. keystroke dynamics

2. Fizicke karakteristike

CHANGING MY NEW
| PRONE PASSWORD.

WHAT DoNYou
77| TRINK\oU'RE
7, DoOING?

www.secitsecurity.com



§ SECIT  Pokazatelji uspesnosti

security consulting

FAR FRR

%

CER

>

Sensitivity

FRR (type 1) - false rejection rate
FAR (type 2) - false acception rate
CER — Crssover Error Rate

www.secitsecurity.com



%SECIT Skener hoda

security consulting

/f,-ia vm]

.“ 1&

v\

www.secitsecurity.com



Skener srca - Doppler
radar




\5 SECIT Biohakovanje

security consulting

.'.': I]',:, AIT \ "J

4] ?g,l

| A’ 4

‘ vwlj.f-
- —
; i :. it ('“ l‘.'|
i B! e, ;
uf (1S (g
\‘ ""uf.’,'»-"’
."l.

MAs
AL

www.secitsecurity.com



% Mehanizmi za
SECIT . ..
security consulting aUtentlkaCUU

* Tokens (hardver ili softver)
* Smart card (chip, memory)
e OTP (One Time Password)
e Multifactor authentication
e SSO (Single Sign-On)

* Kerberos protokol

N

www.secitsecurity.com



Nsecir Tokens

security consulting

RSA SecurlD

RSA SecurlD

RSA SecurlD SD200

[ 357952
RSA SecurlD’ .
EgBpgEgOoEOER e Ly
Siouk reLEB0009
”.“.‘J"v",@f':g‘
o €I o }

RSA SecurlD SD520 . ; i

BlackBerry with
RSA SecurlD software token

www.secitsecurity.com



\5SECIT Smart card

security consulting

www.secitsecurity.com



%\ OTP - One Time
SECIT
security consulting PaSSWOrd

 TOTP — time based (uglavhom 60sec)
* HOTP — hash based (dogadaj)

(1) 23 458

www.secitsecurity.com



%\ Multifactor
SECIT : :
security consulting authentICathn

www.secitsecurity.com



\5 SECIT SSO - Single Sign-On

security consulting

www.secitsecurity.com



% SECIT SSO - Kerberos

security consulting

Authentication Server i

(AS) -

DATABASE |

Client

Ticket Granting Server |

TGS_REQ (TGS) |

TG5_REP

Application Server

www.secitsecurity.com
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5 SECIT Menadzeri lozinki

security consulting

Mail account details Online identies Social networks Financial records

N /£ =
< RN Ve &>
Credit card data \ ——— K H::;Oéﬂ

Web application passwords Social security number

www.secitsecurity.com
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SSECIT  Wi-Fi enterprise resenja

security consulting

Usernare and passw} Authentication Flequ:es> Chedk User Datal:ua:se>

Wireless Router Server PC User Database

User .
{Wireless Computer) (NAS or RADIUS Client) {RADIUS Server) {Intermal or External)

@:'uectinn o the Metworl: @:ﬁentimtinn Response @:itﬁ a Authorized User

www.secitsecurity.com
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5 SECIT — Penetraciono testiranje

security consulting

Whitehats

e Testiranje sistema na ranjivosti (Eticko hakovanje)
* Neophodna pismena saglasnost kompanije

www.secitsecurity.com
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§ SECIT asifikacija i oznacavanje
security consulting InfOrmaCIJa

Confidentiality
Ratings

Impact of Disclosure or Breach +
-3 Critical impact {negative
*@ national media. lawsuits,
9 fines, longterm brand
damage)
o‘ / Modest impact 2
-3 Auah reparts, researchinteliectual propeny, (negative local media, g
g student academsc recoras. staffor stusent contact brand damage, lossof | &
Q' / information research funding) c
I i o et s p e bbass iy 2
& Minor or no impact £
T {minor brand E
damage, minor
\é embarrassment)
& ...............
FTS
& Public ‘ None
N ‘6 Student course Information, markefing materials, websiie contant, Roproved
& media releases

www.secitsecurity.com



% SECIT Dodatne kontrole

security consulting

* Podela duznosti (separation of duties)
* Minimalne privilegije (least privilege)
e Obavezan odmor (mandatory vacations)

101
1101

110101
110001
1 Data Leakage

* Rotacija poslova (job rotation)
* Uvodenje DLP (Data Loss Prevention)

www.secitsecurity.com
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%SECIT SSL

security consulting

Hello, let’s set up a secure SSL session

Hello, here is my certificate

Also checks that:
- e Certificate is valid
‘ @ Signed by someone
1 A user trusts 2

- 3 Here is a one time, encryption key for our session
Customer B (encrypted using Server's public key)

L5
4  Server decrypts session key using its private
key and establishes a secure session

01010010110 ﬂ 01010010110
Vrri

www.secitsecurity.com



%\SECIT TLS

security consulting

T LS C I | ent « ClientHello

* ServerHello

« ServerCertificate
* ServerKeyExchange T LS S e rve r
* CertificateRequest
» ServerHelloDone

* ClientCertificate

3 * ClientKeyExchange
T LS C I | e n t * CertificateVerify

» ChangeCipherSpec
* Finished

* ClientCertificate

¢ ClientKeyExchange
* CertificateVerify

» ChangeCipherSpec
* Finished

TLS Server

www.secitsecurity.com



\fﬁsmw SSH

security consulting

So=H client
Applicalion lByer M --====cccccccccccccccccnana-
Connection layver protocol
+ ____________________________
Authentication layer prolocal
oot protocol |3yer e ----==-sccccccccnccccneanaa.
Transport layer protocol
R T T I T I I I m'''''mhr
TCP connection or
connection of anocther type
lranspoit lEyer 4 ---------==-===-ccceecomnm-

www.secitsecurity.com

SaH server

Applcation layer

SoH protocol ayer

Transport layer




\/§SECIT PK|

security consulting

uxymc Online Transactions

www.secitsecurity.com



§ SECIT Digitalni potpis

security consulting

o Digital Signature Creation

7 e L[] =8
? s Private Key ——| senttoecener 4

0

20011810
v 0ol i
m —‘M‘* 1‘11 01111 1”1u1J‘—) - > a

- i

Rose Message Message Digest Digital Signature Message Kevin Northman

If same, document is not
forged otherwise itis
changed during fransit

Message Digest \Vori
Verified

www.secitsecurity.com



% SECIT Digitalna koverta

security consulting

D Ig ital Envelo PES Computer Science

Session Key

SeKssion Recipient’s Digital EDigiltal SaRRIEH K6
= Public key Envelope nvelope

Session Key

www.secitsecurity.com



§5EC'T VPN (IPSec)

security consulting

User system
with [PSec secure [P packet

IP | IPSec | SecureIP
Header| Header|  Payload

Public (Internet)
or Private
Network

with [PSec

Firewall

plain IP packet with IPSec plain IP packet
P P P 1P
Header Payload Header Payload

www.secitsecurity.com



%smw Hardening

security consulting

Denial of Service

Default Password

T

?‘.__
& = N g
Access ElghtsE Y -/
— % ‘?'r
-

www.secitsecurity.com
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§ SECIT asifikacija i oznacavanje

security consulting |nf0rmaC|Ja

Confidentiality
Ratings

Impact of Disclosure or Breach

Critical impact (negative
national media. lawsuits,
fines, longterm brand
damage)

Modest impact
(negative local media,

student academic records. marmxmad brand damage, loss of
nformation research funding)

& Minor or no impact
s {minor brand
damage, minor
\é embarrassment)
S
iy Public ' None
S <5 Student course Information, marketing materials, website contant, approved :

6‘" media releases

www.secitsecurity.com

tection Required



% SECIT Fizicka bezbednost

security consulting

* Hardware locks (brave)

* Mantraps (dupla vrata)

e Video survieillance (CCTV)
* Fencing (ograda)

*  Proximity readers (citaci sa udaljenosti)
* Access list (odstampana lista)

* Proper lighting (osvetljenje)

* Signs (znaci)

* Quards (strazari)

* Barricades (stubovi)

* Biometrics (biometrija)

* Protected distribution (kabliranje)
* Alarms (alarmi)

 Motion detection (senzori pokreta)

www.secitsecurity.com
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% SECIT Bezbednost okruzenja

security consulting

* Environmental monitoring
e Kontrola temperature i vlaznosti
* HVAC

Sensors & Digital Inputs Ouzr:m
— S — elays
° F . M Hum'd'ty Liquid Vlrbratlg " Door  Door Lock; Fan
I re S u p p ress I O n Temperature 15‘ ngﬁ@on M’ Contact |J l@
(&) ® \®

* EMI shielding

Automatic Voice
Dialer System

www.secitsecurity.com



%\SECIT

security consulting

Kontakt podaci:
— Mail: ifranc@secitsecurity.com , ifranc@esigurnost.org
— Web: http://secitsecurity.com , http://esigurnost.org
— Twitter: https://twitter.com/francigorbg
— LinkedIn: https://rs.linkedin.com/in/ifranc
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