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New Threat Paradigm

m [raditional Threat Definition:
* Threat = Capability + Intent

New Threat Definition:

* Threat = Capability + Intent + Knowledge
« Capability includes tools and ability to access
* Intent is the motivation

 Knowledge is specific, sophisticated ability to operate within a
system/network after gaining access

New Threat Paradigm most applicable to high level threats



The Attacker’s Advantage

They only need to be successful once

Determined, skilled and often funded adversaries

Custom malware, Odays, multiple attack vectors, social engineering
Can be Persistent



The Defender Disadvantage

* Unsung Hero.
« Understaffed, jack of all trades, underfunded

* Increasing complex IT infrastructure:
— Moving to the cloud
— Virtualization
— Bring your own device

* Prevention controls fail to block everything
« Hundreds of systems and vulnerabillities to patch



Business Drivers

1. Predict & Prevent costly data breaches,
security incidents, and disruptions to IT
Services.

2. Reduce costs and increase efficiency in
your cyber security operation

3. Extend detection and response capabilities
with context correlated from across your
endpoint, network, and cloud assets.

4. Maximize your existing investment

Shifting “Up the Stack™ to Identities, Data and Transactions

Shifting "Up the Stack”

People (enfities)

Top-down visibility:

Pocple (entities), Infermation, procosses,
transactions, and applications
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Transactions

:.,p: ISeMoess The goal of information security has always been to protect
information and IT-enabled process resilience, In the world
of cloud-based digital business, we must have top-down

Workspace visibility of our information, identities and processes.
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0Ss i Bottom-up visibility:
e Devices, servers, netwerks, operating
systems and workspaces
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Dwell Time
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Dwell time is calculated
as the number of days
an attacker is present

in a victim netwaork
before they are detected.
The median represents
a value at the midpoint
of a data set sorted

by magnitude.

Median Dwell Time

204 > 54

DAYS IN 2018 DAYS IN 2019

APAC MEDIAN DWELL TIME

i
“adNie

X!

Notifications

9

1200

1000

800

600

400

Dwell time (days)

= All

200

I External
172
BN Internal

2016

Mandiant M-Trend Report 2020




Problems

« Both Endpoint and Networks always have a certain level of vulnerability

« QOrganizations are struggling to prevent adversaries from getting into their
networks.

« Advanced adversaries can remain hidden for months, sometimes years,
before detection.

Without knowing the current state of compromise, we have an incomplete
picture of Our Cyber Security Posture.



Introduction to Threat Hunting

« Threat hunting is a Proactive cyber defense approach. Threat hunting processes perform proactive and
iterative discovery through networks, endpoints, and other infrastructure to detect and respond to
cybersecurity threats that sometimes evade existing security solutions.
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« lterative approach (pI™
+  Pursuit of attacks g
+  Proactively search 7 // P \k 1 b -
+  Various hunting techniques —  Daa | Vg = V;'E:":m:’; L‘r’l‘o‘.f/'f‘:_g;(']':if“' g

«  Continuous feedback loop

+  Quality Assurance

+  Tracking Hunt development - :

« Data Source coverage r =2

« Techniques visibility DeTT&CT
»  Detection capability s o
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( g‘ 2 «  Networking Appliances »  Threat Hunting Process « Threat Intelligence Platform

'g % «  Signature based detection «  High Fidelity Notifications = Threat Actors Profiles
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Introduction to Threat Hunting

« Threat hunting is an proactive cyber defense activity. It is "the process of
proactively and iteratively searching through networks to detect and isolate
advanced threats that evade existing security solutions."

« This is In different to traditional threat management measures, such as
firewalls, intrusion detection systems (IDS), malware sandbox (computer
security) and SIEM systems, which typically involve an investigation of
evidence-based data after there has been a warning of a potential threat.



Threat Hunting Principle

Choose a Target
Identify a particular attacker tactic that you
want to investigate on your network. Use the
MITRE ATTECHK framework as a reference.

* Presumptions of Compromise : Your prevention
technology will eventually fall or have already
failed without your knowledge. With Adoption
Assume breach mentality will increase your
awareness of compromised assets

Create 3 hypothesis to test. The hypothesis
should be testable and prove if an attacker
s using the chosen tactic.

Collect Data
dentify and gather the data needed to prove
or disprove your hypothesis.

Analyre Data
Filter, aggregate, and othenaise transform
the raw collected data into a form that can
prove or disprove the hypothesis.

Draw Conclusions
Based off of the collected data, accept or
reject the hypothesis. If this is not possible,
refine the hypothesis based on new insight.

https://www.clearnetwork.com/cyber-threat-hunting-what-why-and-how/



http://www.clearnetwork.com/cyber-threat-hunting-what-why-and-how/
http://www.clearnetwork.com/cyber-threat-hunting-what-why-and-how/

Threat Hunting Benefit

* Finding adversaries who have gotten past your « Supports faster and early detection of potential
current security protection compromise

« Continuous improvement of your detection * Increasing awareness of your environment and
capabilities attack surface

« With your existing technology, you can not have * One of method to improve your data collection
oversight of everything that's happening, at this
point threat hunting help your organization



What is it for?

 Minimize residual risks

* Minimize the dwell time
(time between attack and

BUSINESS : Risk

» Hunting

Threat
Hunting

deteCtlon) Security > /// ------ g N \"\‘\
Monitoring [ '~'
TECHNICAL : ( z : ;
\ / » Security Devices
« Advanced [targeted] attacks /
detection

- Non-malware attacks detection
- TTPs based detection S



Sec Mon vs Threat Hunting vs DFIR




Threat Hunting Vs Alert Based Investigation

SOC/Alerting Hunting/Mining

* Reactive * Proactive

* Detect/forget * Repeated searches

TI__[{Alerting]- i
erting | I

Hypotheses [+ Hunting|—

DF
| k} L8 Alerting| IR

* MA — malware analysis, DF — digital forensics, IR — incident response

Source : https://2016.zeronights.ru/wp-content/uploads/2016/12/ZN16-KHS-Th_Soldatov.pdf



Threat Hunting vs Compromise Assessment

« What is the Main Differences Between Threat Hunting and Compromise
Assessment?

« Basically Threat Hunting and Compromise Assessment is a same activity, but
the main difference are :

v Situation & Condition : TH -> Assuming Compromise will happen ; and
CA -> Compromise is Already happened

v Location & Object : TH -> All Object Within Organization ; CA ->
Selected Network Segment / Zone Suspected for Compromised Area

v'Actor (Who performed the activities?) : TH -> Empowered SOC Team
(part of SOC Team) ; CA -> Mostly from DFIR Team



Hunting VS Reactive Response

Hunting Organization Reactive Organization
 Actively looking for Incidents * Incident Starts when notification
v Known malware and variant comes in
/ Patterns of activity : evil vs v Call from government agency
normal v Vendor / threat information

v Threat Intelligence v (NIDS, SIEM, Firewall, etc) Alert



Threat Hunting Activity

start heve N

Maintain

Control

Recon Deliver

Weaponize Exploit

Execute

I T T
Low Impact Activity = Medium Impact Activity High Impact Activity

DO THIS DO THIS DO THIS

SOMETIMES REGULARY FREQUENTLY



People - Threat Hunter Skillset (1)

Analytical Mindset : Having a mindset of
curiosity, Ability to generate and investigate
hypotheses. As an analyst, it's increasingly
important to be specific in what questions
you're looking to answer during threat
hunting.

Operating System : Knowledge of
Operating System internals, OS security
mechanisms, knowledge of typical security
Issues of different operating systems,

Network Architecture: understanding how
computer networks work, OSI Layer,
knowledge of TCP/IP, knowledge of basic
protocols (DNS, DHCP, HTTP, SMTP, FTP,
SMB);

Attack Methods/TTPs / Attack Life Cycle
: Knowledge of specific attack vectors,
understanding how an attacker attempts to
penetrate your network, which attack
vectors and tools he/she can use on
different attack stages;



People - Threat Hunter Skillset (2)

Log Analysis : knowledge of different log
sources and event types generated by different
sources, the ability to analyze logs for
anomalies and pivot between data sources to
see the big picture;

Network Analysis : the ability to read and
understand packet capture data and determine
the malicious nature of network traffic;

Cyber Threat Intelligence : Having a skill and
knowledge to leverage threat intelligence for
threat hunting purposes, always seek for new
information from threat intelligence report,

Malware Analysis : Malware analysis a highly
specialized skill that aims to determine the
origin and purpose of an identified instance of
malware.

Tools for Threat Hunting : Understand how to
use security analytics platform (e.g. ELK) and
SIEM, how to use packet sniffer, how open
PCAP, how to see and export logs in OS, how
to collect logs from different source, etc



Process — Threat Hunting

While skilled threat hunters are one of the key for
successful Threat Hunting capabillity, threat hunting process
IS also very important. Having a formal hunting process is
ensured the consistency and efficiency across all hunts
process.



Threat Hunting Life Cycle

Threat

Hunting
Loop

SQRRL Threat Hunting Loop
https://medium.com/@sdrridata/the-hunting-loop-10c7d451dec8



https://medium.com/%40sqrrldata/the-hunting-loop-10c7d451dec8

Process — Threat Hunting (1)

1. Creating a Hypotheses

Threat Hunting begins with questions, such as “How would a threat actor infiltrate our
infrastructure?”

These questions then need to be broken down into specific and measurable hypotheses
that state :

« Whatis my crown jewel asset?

 What threats might be present in the network?
« How can we identified the threat actors?

Hypotheses cannot be generated by tools. It is defined by threat hunter mindset and
knowledge based on the condition in each of their environment.



Process — Threat Hunting (2)

Example Hypotheses

Threat Actor:
An organisational threat assessment identified Lazarus Group as a high priority threat.
Techniques attributed to this threat actor are detailed within MITRE’s ATT&CK Navigator.

We therefore hypothesis that if this threat actor Is present in our network, we would be able to
detect evidence of multiple techniques being deployed, in a manner consistent with their known
attack paths.

Tool:
CTI and our situational awareness suggests that our organisation is currently vulnerable to a
variant of the WannaCry ransomware, as SMBv1 is still used.

We therefore hypothesis that if our network is infected with WannaCry, we will see an increase in
the rate of file renaming.

Technique:

Lateral Movement, via Exploitation of Remote Services, can be performed by exploiting
vulnerability MS17-10. Specifically, this can be done via the Metasploit framework with a module
that uses a Server Message Block (SMB) request of a specific size to attempt compromise.

We therefore hypothesise that we can see evidence of this technique being used by isolating this
SMB request in our network logs.

https://hodigital.blog.gov.uk/wp-content/uploads/sites/161/2020/03/Detecting-the-Unknown-A-Guide-to-Threat-Hunting-v2.0.pdf



Process — Threat Hunting (3)

2. Investigate via Tools and Technique

Once observations have led to hypotheses being generated, these then need
to be tested using all the relevant tools and techniques. The importance of
Data sources and detection engineering capability from the organization,
determine the result of this process.

Existing tools owned by organization, such as a SIEM or security analytic
platform, EDR, TIP can be used to query the data, from basic searching to
more advanced data science techniques, and also visualization can help threat
hunters in identifying anomalies and anomalous patterns



Process — Threat Hunting (4)

3. Uncover New Pattern and TTPs

The objective of testing a hypothesis created by the threat hunters in the first
process in threat hunting, Is to prove whether the hypotheses is prove or not
proven. Even if the hypotheses result is not proven, It does not necessarily
mean that no malicious activity is present or the hunters create a wrong
hypotheses. It can be the current visibility in the organization is not enough or
the tools that used by threat hunters is not good enough to help them to
Investigate the case. In the future maybe this hypotheses can reveal a new
TTPs that might be unknown before. The valid hypotheses then become the
iterative process as a baseline.



Process — Threat Hunting (5)

4. Inform and Enrich Analytics

Successful hunting process and then should be automated to make the efficient
process for the threat hunters to reduce Threat Hunting team’s time and to limit
them from continuously repeating the same process. This can be done in many
ways, such scheduling a saved search, developing a new analytic within
existing tools, or providing feedback to a supervised machine learning
algorithm.

Let the security analytic platform repeat the successful hunting process from the
previous activity of threat hunting, and the threat hunter then finding a new
hypotheses to uncover the malicious process which unidentified before.



Tools and Technology — Threat Hunting

We already discuss about people and process in thereat hunting. Tools and
Technology is also in need for threat hunting activities. While skilled people and
effective processes are the critical factors for a successful Threat Hunting
capability, tooling is of course still required to collect and interrogate data,
automate analytics, and work collaboratively.

Existing security tools employed by SOC in your organization such as SIEM,
Security Analytic, EDR, Cyber Threat Intelligence Platform, DFIR tools, can
be used and utilized for threat hunting activities. Additional tools such as open
source tools might be combined with existing tools to help threat hunters speed
up the hunting process and analysis.



Tools and Technology — Threat Hunting

One of the part that also can help for efficiency in threat hunting process is
Threat Hunting Playbook. The playbook consist of all hypotheses and step
process for hunting created by threat hunters and prevent the threat hunters
doing the same hunting process repetitively. The playbook can be also included
the sample of dataset from previous hunt activity to help new threat hunters
understand what this playbook talking about.

Example of Open Source Threat Hunting Playbook : Jupyter Notebook and
Mordor Datasets (By Roberto Rodriguez). (https://medium.com/threat-hunters-
forge/threat-hunter-playbook-mordor-datasets-binderhub-open-infrastructure-
for-open-8c8aee3d8b4)



LEVEL

&

INITIAL

* Relies primarily on
automated alerting

» Little or no routine
data collection

LEVEL

MINIMAL

* Incorporates threat

intelligence
indicator searches

* Moderate or high

level of routine data
collections

Threat Hunting Maturity Model

LEVEL

PROCEDURAL

* Follows data
analysis procedures
created by others

* High or very high
level of routine data
collection

SQRRL Hunting Maturity Model
https:/medium.com/@sqrrldata/the-cyber-hunting-maturity-model-6d506faa8ad5

LEVEL

INNOVATIVE

* Creates new data

analysis procedures

* High or very high

level of routine data
collection

LEVEL

LEADING

+ Automates the
majority of
successful data
analysis procedures

* High or very high
level of routine data
collection


https://medium.com/%40sqrrldata/the-cyber-hunting-maturity-model-6d506faa8ad5

reat Hunting

Threat Hunting

Capability Maturity Model

Level 1
INITIAL

Existing SOC analysts
Resourcing needs not known
Training needs not known
Performance not managed

Lack of career development
plan

Normal systems behaviour
not sufficiently understood

Level 2
MANAGED

Level 3
DEFINED

Level 4

QUANTITATIVELY

MANAGED

Threat Hunting lead *  Dedicated threat hunters *  SOC analysts rotated for L&D
Informal view of resourcing | =  Formal recruitment plan = Succession plans in place
Informal view of training *  Formal training plan *  Training completion tracked
Performance is qualitatively |=  Performance expectations = Metrics utilised for team
managed defined with role profiles performance

Career development *  Formalised career

informally managed development plan

Normal sy beh - | sy beh is |*=  Mission critical

is moderately understood fully understood identified

Capability Maturity Model

Level 5
OPTIMISING

Teams integrated across SOC
Resourcing needs integrated
Training needs integrated
Improvement plans to
address underperformance

= Situational awareness

Process

Hypothesis generation is
unstructured

Hunts occur ad-hoc, if at all
Little or no data collected

Little understanding of
anomalies indicative of
malicious activity
Abnormalities not routinely
searched for

CTl and Domain Expertise
used to generate hypotheses
and prioritisation by lead
Hunts occur occasionally
Moderate data collection
from key areas

Basic threat feeds with 10Cs
utilised

Targeting of I0Cs at bottom
of POP

Formal hunting process

Hunts occur regularly

High data collection from key
areas

CTl and previous experience
used to detect malicious
activity

Targeting of 10Cs in middle
of POP

Manual risk scoring e.g.
Crown Jewels

Hunts occur frequently
Moderate data collection
from most of estate

CTl tailored to organisation

Targeting of 10Cs at top of
POP

*  Automated risk scoring e.g.
machine learning

®  Hunts occur continuously

=  High data collection from full
estate

*  Hunt analytics and 10Cs
shared across community

*  Automated TTP and
campaign tracking

Reactive SOC tools

Basic searching via text or
SQL-like queries

Little or no automati *  Automatic hing of I0Cs
Little or no d = D ion using basic
produced office suites

Statistical analysis
techniques

Library of hunt procedures
automated on regular
schedule

Central workflow and
knowledge repository tools

Lab environments used to
aid hypothesis generation
and testing

Visualisation tools utilised,
and analytics tested for
effectiveness

Library of hunt procedures

*=  Machine learning is
leveraged, with horizon
scanning maintained

*  Library of hunt procedures

on
schedule
Dashboards utilised

Note: Items in italics are not strictly part of a Threat Hunting capability, but are essential prerequisites and enablers.

= Central workflow and
knowledge repository are
integrated and shared

https://hodigital.blog.gov.uk/wp-content/uploads/sites/161/2020/03/Detecting-the-Unknown-A-Guide-to-Threat-Hunting-v2.0.pdf



Threat Hunting Framework

Threat Hunting needs a framework that can be a baseline or foundation for the
threat hunters when starting they hunting process. The common framework in
cyber security used by threat hunting are :

a. Pyramid of Pain
b. Cyber Kill Chain
c. MITREATT&CK



Pyramid of Pain

-----------------

Network/ .
Host Artifacts ~ ®ANNOYINgG

Domain Names eSimple

David Bianco Pyramid of Pain
Source : https:/lwww.slideshare.net/KatieNickels/putting-mitre-attck-into-action-with-what-you-have-where-you-are



http://www.slideshare.net/KatieNickels/putting-mitre-attck-into-action-with-what-you-have-where-you-are

Pyramid of Pain

A eTough!

Tools  eChallenging

Network/ :
Host Artifacts .Annoymg

Domain Names eSimple

« Pyramid of pain represents the
usefulness of your intelligence

« The higher of the stacks, the more
adversaries have to expend for the
resources.

* It also indicates to gather the artifacts
or threat intelligence from adversaries



Pyramid of Pain : Hashes

» Hash is so far the highest confidence level from

TTPs ) ]
o artifacts collected or gathered from intel resources
Network/Host o : -
Artfacts But, hash is very easy to change. Adversaries

only need a lil bit effort to modify and create a

Domain N '
BITI N Os new hash for their tradecraft

IP Addresses

« Itis maybe the reason why hash positioned in the
ARSI vottom of the pyramid stack



Pyramid of Pain : IP Address

TTPs - Attacker mostly not using their real IP Address.
s Adversary used VPN, Proxy, ToR, Compromised
Server to hide from their real IP Address.
Network/Host
Artifacts

» They can changed the IP address for their infra

once it is blocked / blacklisted. Only need some
_ money and effort to move to the new IP for their
Infrastructure. More effort and money than hash,
therefore IP Address positioned 1 level up from
hash in the Pyramid of Pain

Domain Names

Hash Values



Pyramid of Pain : Domain

« Almost easy as IP Address to change the domain

TTPs name. But need more time (Domain propagation in
Tools DNS)
Network/Host * Need some registration, and for some reason they
Artifacts mostly hide the whois for domain privacy offered by

: domain registrars. Need more money for this services.
Domain Names

* Need to define the domain name. And it is not easy.
Sometimes adversaries made bot to automatically
create a new domain using certain algorithm (DGA)

IP Addresses

Hash Values



Pyramid of Pain : Network / Host Artifact

TTPs

Tools

Network/Host
Artifacts

Domain Names

IP Addresses

Hash Values

Network Artifacts : indicators of activities performed by
the adversaries on the network. Anything
communicated over the network by the adversary can
be referred to as network artifact, which includes URI
patterns, SMTP mailer values, HTTP user agent, and
the like.

Host Artifact : Indicators of activities performed by the
adversaries on the hosts. Artifacts like registry keys or
values created by malware. Files or directories injected
In specific locations, and the like are considered as
host artifacts.



Pyramid of Pain : Tools

« Software used by the adversary to accomplish their

mission
IS » This can be include software designed to create
Tools malicious documents for spearphishing, backdoors
Network/Host used to establish CNC, or password cracking tools or
ALY other software that adversaries may want to use for
Domain Names post-exploitation activities.
« Considered to be more difficult than the all previous
Saddiescs stack in pyramid of pain, because sometimes
o Ve adversaries need to create their custom tools and

obfuscate it to evade the detection and prevention
technology.



Pyramid of Pain : TTPs

A

Tools

Network/Host
Artifacts

Domain Names
IP Addresses

Hash Values

The very Top Level in Pyramid of Pain, indicate the
most painful (especially for blue teamers and
defenders)

Need to combine all the stack below to define the
attacker Tactic, Technique and Procedures +
Combining with Threat Intelligence to define attacker
motivation and attribution

If Blue Teamers, Defenders, and Threat Hunters can
reach at this point for detection and response of the
adversaries activities, the adversaries only have 2
options : Give Up on their mission or creating their
TTPs from the scratch. (http://detect-
respond.blogspot.com/2013/03/the-pyramid-of-
pain.html)



http://detect-/

Cyber Kill Chain

RECONNAISSANCE

Harvesting email addresses,
conference information, etc.

<]

Delivering weaponized bundle to the
victim via email, web, USB, etc.

WEAPDNIZATION

Coupling exploit with backdoor
into deliverable payload

EXPLOITATION

Exploiting a vulnerability to execute
code on victim's system

INSTALLATION

Installing malware on the asset

COMMAND & CONTROL (C2)

Command channel for remote
manipulation of victim

ACTIONS ON DBJECTIVES

With ‘Hands on Keyboard' access,
intruders accomplish their original goals

https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html



http://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html

Threat Hunting Framework

Threat Hunting Framework Based on MITRE ATT&CK Framework
* https://attack.mitre.ora/

vl 3 . Privilege Credential Lateral Command and
a C |C Initial Access  Execution Persistence Defense Evasion Discovery Collection  Exfiltration
Escalation Movement Control
Drive-by bash_profile and |Access Token |Access Token Account . 2 Automated Commonly
. i ) [ ) N AppleScript Audio Capture B
Compromise Mar Discovery Exfiltration Used Port
Communication
Application lication
) Pp App Automated Data Through
Facing Window Dep & " & o -
licafon Discovel Software ¥ )
App i Media
Hardwage Connection
) Data Encrypted
Additiorfs . K Proxy
Drive-by Compromise
Replicajjon A drive-by compromise is when an adversary gains access 1o a system through P Custom
Througl Control Panel auser visiting a website over the normal course of browsing. With this DriveLy Compr Data Transfer
technique, the user's web browser is targeted for explotation. This can happen y 4 i
Removgble  [items in severai ways, but there are a fow main components o poe Size Limits
2 Tactic el Access
Media Muttiple ways of delivering explo# code to a browser exist, including: Platform  Linux, Windows, macOS
« A legitimate website is compromised where adversaries have injected some  Permissions User
form of malicious code such as JavaScript, iFrames, cross-site scripting. Required
« Malicious ads are paid for and served through legitimate ad providers. Dats Packet capture,
+ Buiitin web appiication interfaces are loveraged for the insertion of any other | SOUe®® “""‘"“::.':‘;m
kind of object that can be used o display web content or contain a script that Wobiprw,
executes on the visiting client (€.g. forum posts, comments, and other user Network intrusion detection system,
controflable web content). SSUTLS inspection
Often by an adv is one visited by a 2
such as government, a particular industry, or region, where the goal is 1o compromise a specific user or set of users based on a
shared Interest. This kind of targeted attack s referred 1o a strate watering hole attack, T

known examples of this occurring.!")

Technique Procedure

Sources : https://threatexpress.com/redteaming/mitre_attack/




MITRE ATT&CK Framework

« MITREATT&CK™ |s a globally-accessible knowledge base of adversary
tactics and techniques based on real-world observations. The ATT&CK
knowledge base is used as a foundation for the development of specific
threat models and methodologies in the private sector, in government, and
In the cybersecurity product and service community.

With the creation of ATT&CK, MITRE is fulfilling its mission to solve problems
for a safer world — by bringing communities together to develop more
effective cybersecurity. ATT&CK is open and available to any person or
organization for use at no charge



MITRE

TT8.CK Matrix
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Image |Va.bd!-cc<xxns @ & e Input Capture (.
) scovery
Office Application Mocify Man in the Browser
Startup ey Process ¢, Unsecured lScftware Discovery ) I
Credentials (5 Mann-the Midd
Pre0S Boot ) Mocify Cloud Compute System Information Discovery
Iinfrastructure cs, Screen Capture
|Scheduled Task/Job s System Network
Modify Registry Configuration Discovery Video Capture
Server Software
Companent (5 [Mocify System Image iz, System Network Connections
Discovery
Traffic Signaling Network Boundary Bridging aon =
y er/User Dis:
Valid Accounts g Obfuscated Fies or e e,
information s, System Service Discovery
Pre-0S Boot 15, System Time Discavery
Process injection o) VrtualzationSandbar 2
asion
Rogue Domain Controlier
Rootkit
Signed Binary Proxy
Execution ;yr;
Signed Script Proxy
Execution gy

Subvert Trust Controls (s
Template Injection
[Traffic Signaling 1

Trusted Developer Utiities
Proxy Execution oy
Unused/Unsupported Cloud
Regions

Use Attenate Authentication
Material o)
Valid Accounts (5

Virtualization/Sandbox
Evasion (3

Weaken Encryption z,
XSL Script Processing

Sources : https://attack.mitre.org/matrices/enterprise/
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RE ATT&CK Matrix

How to Read It?

% Tactics across the top
v What technique accomplish

Reconnaissance Resource Initial Access Execution
Development
10 techniques b techniques 9 technigues 10 techniques

Active Scanning (z

Gather Victim Host
Information

Gather Victim Identity
Information (g

Gather Victim

Acquire
Infrastructure (g

Compromise
Accounts ()

Compromise
Infrastructure (g

Metwaork Develop
Information (g) Capabilities ()
Gather Victim Org Establish
Information (4 Accounts (z
Phishing for Obtain
Information () Capabilities ()

Search Closed
Sources (g

Search Open
Technical
Databases (5

Search Open
Websites/Domains (z)

Search Victim-Owned
Websites

Drive-by
Compromise

Exploit Public-
Facing
Application

External
Remote
Services

Hardware
Additions

:

Phishing (3

Replication
Through
Removable
Media

Supply Chain
Compromise (g)

i

Trusted
Relationship

Valid
Accounts (g

)

Command and
Scripting
Interpreter (g)

Exploitation for
Client Execution

Inter-Process
Communication

Mative API

Scheduled
Task/Job (g)

Shared Modules

Software
Deployment Tools

System
Services (z)

User Execution

Windows
Management
Instrumentation




MITRE ATT&CK Matrix

How to Read It?

* Technique for each column
v The way adversaries accomplishing the

tactics

v/ Same Technique can be in different

Tactics

Persistence Privilege
Escalation

18 techniques 12 technigues

Defense Evasion

37 technigues

Account Abuse
Manipulation (4 Elevation
Control
Mechanism (4

BITS Jobs

Abuse Elevation
Control Mechanism (4

Access Token
Manipulation (s

Boot or Logon
Autostart

Access Token
Manipulation s

Execution {12

Boot or Logon

Boot or Logon Autostart

Initialization Execution (12
sScripts (s

Boot or Logon
Browser Initialization
Extensions Scripts 5

BITS Jobs

Deobfuscate/Decode
Files or Information

Direct Volume Access

Execution
Guardrails 1)

Create or
Modify System
Process (g)

Compromise
Client Software
Binary

Create
Account 13

Event Triggered
Execution 15)

Exploitation for
Defense Evasion

File and Directory
Fermissions
Modification ()




Tactic Vs Technique

Tactic : The What” Technique : The How”
Reconnaissance Active Scanning
Resource Development Compromise Account
Initial Access Drive by Compromise
Execution Command and Scripting Interpreter




MITRE ATT&CK Use Case

m ATT&CK can help you create a threat-informed defense
m Do what you can, with what you have, where you are:

- Detection

- Assessment and Engineering

- Threat Intelligence

- Adversary Emulation

- Threat Hunting
m Choose a starting point that works for your team



Detection Engineering

Detection engineering is a set of practices and systems to deliver modern and
effective threat detection.

When building a solid detection engineering, the main goal is

to catch malicious things and to not catch too many not malicious things. If the
detection system interrupt an analyst’s activities because calling attention
to things that are not malicious, then you're creating more work for the analysts.

Detection products only create value by detecting things that are truly bad,
and most detection products lean towards detecting more activity so as to not

miss anything.



Detection Engineering

Data Source Spectrum

Endpoint
Visibility vs Liveness
Windows Event logs Process metadata - b
eeper Coverage
Memory EPR telemetry Higher Resolution
File table Windows Event logs
Registry
Batch Real-time
PCAP IDS
Netflow Deep Packet Inspection
Network device logs Network connections Broader Coverage
Application logs DNS requests Lower Resolution
Network

Discrete Visibility
Discrete Analytics

Continuous Visibility -
Continuous Analytics N

) vecTors

Source : Fidelis Cyber Security and Vector8 About Data Source Spectrum



Example of Data Sources from Endpoint

Type of Data

Description

Tools

Operating System logs

Useful Data sources. By Default capabilities for each OS.

Built in Function from OS

Process Activity

Process start, DLL libraries loading, Process install driver,
Process perform code injection, Process open port for
incoming network connections, connections, Process initiate
network connection, Process create/change file, Process
create/change registry key/value

Sysmon (Windows)

Auditd (Linux)

Osquery

Endpoint Detection Response
Operating System Logs

Volatile Artifacts

Temporary artifact collected from endpoint data sources for the
purposes of hunting that might not touch the disk on the host
Data Collection : Memory, Network Conn, Process Conn,

Winpmem, Comae, (for Collecton)
EDR

Volatility

Google Rapid Response (GRR)
Velociraptor

Non-Volatile Artifacts

Artifacts that resides on the endpoint / host disk.
Data Collection : Prefetch, Amcache, Shimcache, MFT,
Registry, bash_history, Task Scheduler

Brimorlabs
KAPE
Kansa

FastIR Collector




Example of Data Sources from Network

Type of Event Description Tools
Netflow Network traffic flow metadata. NetFlow data is analyzed to create a picture of network Silk
traffic flow and volume. used as a network traffic analyzer to determine its point of origin, Nfsen & Nfdump
destination, volume and paths on the network
Packet Capture Packet Capture is a networking term for intercepting a data packet that is crossing a Moloch,
specific point in a data network. Once a packet is captured in real-time, it is stored for a Tcpdump,
period of time so that it can be analyzed, and then either be downloaded, archived or Wireshark,
discarded. tshark
Network IDS A network-based intrusion detection system (NIDS) detects malicious traffic on a network. Snort, Suricata
NIDS usually require promiscuous network access in order to analyze all traffic Bro
Commercial NIDS Product
Proxy Log Proxy server logs contain the requests made by users and applications on your network. Squid
This does not only include the most obvious part : web site request by users but also Commercial Proxy Product
application or service requests made to the internet (for example application updates).
DNS Log One of the constantly re-occurring techniques is DNS-based activities like exfiltration via Passive DNS Log

DNS (Domain Name System) or C2 (Command and Control) communication via DNS. Sitill,
a lot of companies are lacking in DNS logging, missing DNS-based detection rules, or not
aware of their own blindspots.

Data collected : DNS Server, DNS Collected from Network, Host Based (Sysmon 10),

DNS Server




Intrusion Detection Systems

. HIDS: Host Intrusion Detection Systems
. Agents run on individual hosts or devices on a network

Not what we’re talking about today

* NIDS: Network Intrusion Detection Systems

Monitor and analyze network traffic for anomalies:
suspicious activity, policy violations, etc.

Generally passive/out-of-band; otherwise it’s an
Intrusion Prevention System

Detection methods
Signature-based detection (e.g., Suricata)

Statistical anomaly-based detection (e.g., Random Cut Forest)

Stateful protocol analysis detection (e.g., Zeek)

NIDS @ HIDS

Centrallzed Control Module

comparitech.com



IDS: Types of Attacks

. Scanning Attack
. Determine network topology

« IDS highlights connections from one host
to many other hosts in the network, or connection
attempts to sequential IP addresses and/or ports

* Denial of Service Attack
. Interrupt service by flooding requests or flaws in protocol implementations

. |IDS identifies large volume of traffic from or to a particular host or invalid connection
states (e.g., TCP SYN/ACK with no ACK)

* Penetration Attack
. Gain access to system resources by exploiting a software or configuration flaw

. Trickier, but IDS may detect vulnerable software versions or simply alert on unusual
operations (e.g., a “write” operation in an already-configured environment with mostly “read” operations)

54



Z; zeek

* Extensible, open-source passive network analysis
framework

* More than just an Intrusion Detection System:

- Packet capture (like TCPDUMP)
. Trafficinspection (like (4 wire )

- Intrusion detection (like ST )
. Log recording (like NetFlow and syslog)

- Scripting framework (like @ python’)



SN
NAWASIS]

Strengths

. Analyzes both link-layer and
application-layer behavior

. Content extraction
. Behavioral analysis
. Session correlation

. Can add support for uncommon
protocols through scripts/plugins

Weaknesses

. Session metadata only (not full

payload)

. Setup and configuration can be

complicated

. Produces flat textual log files

which can be unwieldy for in-
depth analysis



Zeek Log Files

-Network 2= e
Protocols ——— |
. Files ’

. Detection =
. Network

corelight.com

Observations

57



Network Protocols

. conn — Network session tracking

. ldentified by session 4-tuple (originating IP:port, responding
IP:port)

- One session (line in a log file) for every IP connection

- Unique identifier (UID) ties lines from other logs to a session
- http, modbus, ftp, dns, etc.

. Protocol-specific log files created as traffic is seen

* Contain application-layer metadata about network activities



Files

e £iles —File analysis results
* Each transferred file identified with FUID
* Associated with connection UID(s) over which file was transferred
* File name, mime type, file size, etc. provided when available

* pe — Analysis of Portable Executable (PE) files

* Target platform, architecture, OS, etc. for executables transferred
across the network

* x509 — Analysis of X.509 public key certificates



Detection

e notice —Zeek concept of “alarms,” notices draw extra
attention to an event

* Conn: :Content Gap, DNS::External Name,
FTP: :Bruteforcing, Heartbleed::SSL Heartbeat Attack,
HTTP::SQL Injection Attacker, Scan::Address Scan,
Scan::Port Scan, Software::Vulnerable Version,
SSH: :Password Guessing, SSL::Certificate Expired,
Weird: :Activity,

* https://docs.zeek.org/en/stable/zeek-noticeindex.html



https://docs.zeek.org/en/stable/zeek-noticeindex.html

Detection (cont.)

* weird —Unexpected network-level activity

e > 150 weirdness indicators across many protocols

. Ettpls:/édocs.zeek.org/en/stabIe/scripts/base/frameworks/notice/weird.zeek.
tml#idl

* signatures —Signature matches, including hits from
enabled carved file scanners like ClamAYV, YARA and capa



https://docs.zeek.org/en/stable/scripts/base/frameworks/notice/weird.zeek.html#id1
https://docs.zeek.org/en/stable/scripts/base/frameworks/notice/weird.zeek.html#id1

Network Observations

* Periodic dump of entities seen over the last day
* known certs —SSL certificates
* known devices — MAC addresses
* known hosts —Hosts with TCP handshakes
* known modbus —Modbus masters and slaves
* known services —Services (TCP “servers”

e software —Software being used on the network (e.g., Apache,
OpenSSH, etc.)

* Could be used for identifying vulnerable versions of software or firmware



¥ Arkime
Strengths

. Large scale index packet capture
and search tool

. Packet analysis engine with
support for many common IT
protocols

. Web interface for browsing,
searching, analysis and PCAP
carving for exporting

. PCAP payloads (not just session
header/metadata) are viewable
and searchable

Weaknesses

. No OT protocol support

. Adding new protocol parsers
requires C programming
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A powerful open-source network traffic analysis tool suite.
https://github.com/idaholab/Malcolm

>
‘/(\/ Streamlined deployment
—/\J e Suitable for field use (hunt or incident response) or SOC deployment. Runs in Docker on Linux,
macOS and Windows platforms. Provides easy-to-use web-based user interfaces.

> U )
< ) Industry-standard tools

" A 4
r\ e Uses Arkime and Zeek for network traffic capture, Logstash for parsing and enrichment,
/ D OpenSearch for indexing and Dashboards and Arkime Viewer for visualization. Also
leverages OpenSearch Anomaly Detection, Suricata IDS, YARA, capa, ClamAV, CyberChef
and other proven tools for analysis of traffic and artifacts.
O T
s rj - Expanding control systems visibility
i ® * Analyzes more protocols used in operational technology (OT) networks than other
WELES open-source or paid solutions. Ongoing development is focused on increasing the

guantity and quality of industrial control systems (ICS) traffic.

Dedicated sensor appliance

J * Includes Hedgehog Linux, a hardened Linux distribution for capturing network traffic and
forwarding its metadata to Malcolm.




af)ture &
Analysis

Z

zeek

A
Ar!ne
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SURICATA

=

netsniff-ng

TcPDUMP

File Scanning
Hyara

e
@an),

ii CAPA

> ] VIRUSTOTAL

Forwarding & . Anomaly
Enrichment Storage Detection
beats | s ‘ ’
OpenSearch OpenSearch
Anomaly
Detection
Plugin
v
logstash

Components

https://github.com/idaholab/Malcolm/#Components

Alerting

OpenSearch

Alerting
Plugin

.
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Visualization

OpenSearch
Dashboards

Arkime

~

=_)
Payload
Analysis
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T

CyberChef

Arkime
session PCAP
export to

I 4 G
WIRESHARK
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Framework
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docker




Malc

Internet layer

Border Gateway Protocol (BGP)

Building Automation and Control (BACnet)
Bristol Standard Asynchronous Protocol (BSAP)

Distributed Computing Environment / Remote Procedure Calls

(DCE/RPCQ)
Dynamic Host Configuration Protocol (DHCP)
Distributed Network Protocol 3 (DNP3)
Domain Name System (DNS)
EtherCAT
EtherNet/IP / Common Industrial Protocol (CIP)
FTP (File Transfer Protocol)
GENISYS

Google Quick UDP Internet Connections (gQUIC)

Hypertext Transfer Protocol (HTTP)
IPsec

Internet Relay Chat (IRC)

Lightweight Directory Access Protocol (LDAP)
Kerberos

Modbus

MQ Telemetry Transport (MQTT)

MySQL

NT Lan Manager (NTLM)

Network Time Protocol (NTP)

Oracle

m >

upported Protocols

https //glthub com/idaholab/Malcolm/#Protocols

Open Platform Communications Unified Architecture
(OPC UA) Binary

Open Shortest Path First (OSPF)

OpenVPN

PostgreSQL

Process Field Net (PROFINET)

Remote Authentication Dial-In User Service (RADIUS)

Remote Desktop Protocol (RDP)

Remote Framebuffer / Virtual Network Computing (RFB/VNC)

S7comm / Connection Oriented Transport Protocol (COTP)

Secure Shell (SSH)

Secure Sockets Layer (SSL) / Transport Layer Security (TLS)

Session Initiation Protocol (SIP)

Server Message Block (SMB) / Common Internet File System (CIFS)

Simple Mail Transfer Protocol (SMTP)

Simple Network Management Protocol (SNMP)

SOCKS

STUN (Session Traversal Utilities for NAT)

Syslog

Tabular Data Stream (TDS)

Telnet / remote shell (rsh) / remote login (rlogin)

TFTP (Trivial File Transfer Protocol)

WireGuard

various tunnel protocols (e.g., GTP, GRE, Teredo, AYIYA, IP-in-IP, etc.)

* Industrial control systems protocols indicated with bold



Data Pipeline

https://github.com/idaholab/Malcolm

Clennly Hgara

CAPA 2] VIRUSTOTAL

Carved File Scan OperT?Earch
hash- or signature -based Dashboards
'y
. ,C_Z_;a Ny /.
Zeek | ebeat L&&

OpenSearch
4 D
' galyst

PCAP 5““

KA

v S

» yg Arkim
Arkime

Viewer

capture



Traffic is
collected
passively by the
Hedgehog
sensor device

* Zeek,
Arkime Capture and
Suricata generate
metadata about
network
communications

¢ Full

PCAP may be stored
locally on the sensor

* Files
transfers are detected
and the files scanned
for threats

° PCAP
may also be
uploaded to or
captured by Malcolm
without reauirine a

Metadata is
securely
forwarded to
Malcolm

° All
communications
between the sensor
and aggregator are
TLS-encrypted

¢ Sensor
data including
resource utilization,
syslog, audit logs,
temperatures and
more may also be
forwarded

Logs are
enriched and
stored in
OpenSearch

° Lookups
are performed for
GeolP, ASN, MAC-to-
vendor, community ID,
domain name entropy,
etc.

d Netwo
rk events
normalized across
protocols and data
sources

* Best-guess
techniques applied for
identifying  obscure
ICS traffic

¢ Enriched
metadata may be
forwarded to higher-

Machine
learning
algorithms
identify
anomalies

. Default
detectors are
provided for action
and result, flow size
and types of
transferred files

¢ Custom
detectors may be
created for any aspect
of any supported
protocol

Data Pipeline

https://github.com/idaholab/Malcolm

Alerts are sent
over email,
webhooks,

Slack or

Amazon Chime

° Alerts
may be triggered by
exceeded thresholds,
anomalies detected,
custom queries, etc.

Traffic is
visualized in
OpenSearch
Dashboards
and Arkime
Viewer

° Dozens
of custom
dashboards are
provided for all
supported protocols

* PCAP
payloads are
retrieved from sensor
automatically on
demand

¢ Custom
visualizations may be
created via drag-and-
drop interface

* Malcolm
can authenticate users
from its own list or via
Active Directorv /




®

Configuring and Running Malcolm

* Runs natively in Docker or
in a Virtual Machine

* 16+GB RAM, 4+ cores,
“enough” disk for PCAP and
logs suggested

* Documentation and source

code on GitHub:
github.com/idaholab/Malcolm

4" Malcolm

Switch SPAN Port
or Network TAP

Sensor

o & OB
Local Zeek Logs

Local PCAP
Offline PCAP

Analyst
Workstation

Security Operations
Center (SOC)

69


https://github.com/idaholab/Malcolm

ldentifying Network Hosts and Subnets

06:46:0b:a6:16:bf serial-host.intranetlan testbed

* Assign custom names to

network hosts and subnets 10.0.0.0/8 corporate
priOr to PCAP impOrt 127.0.0.1 localhost

* Allows identification of e —
CrOSS-Segment traffic and - 172.16.0.0/12 virtualized testbed
name-based search and filter 102.168.20.10 O™

laptop.intranet.lan

* Define in text file(s) or via

192.168.40.0/24 corporate

web interface

* https://localhost/netbox

192.168.50.0/24

192.168.100.0/24

192.168.200.0/24

corporate

control

dmz

localhost

poEcEEOEEEE




Importing Traffic

Captures for Analysis
* Specify tags for search

and filter M a I CI m
* Enable Suricata and/or Zeek Ntk Traic Arfct Uplo

analysis and file extraction ...

* Or configure as global
defaults

* Upload PCAP files or
archived Zeek logs
e pcapng not supported yet

* https://localhost/upload




Data Tagging and Enrichment R“

* Logstash enriches Zeek and
Suricata log metadata . tags field

® MAC addresses to hardware ® Populated for Arkime sessions,

. vendor Zeek logs and Arkime alerts with
GeolP and ASN lookups tags provided on upload and words
® Internal/external traffic based extracted from PCAP filenames
on IP ranges * 1nternal source,
® Reverse DNS lookups internal destination,
® DNS query and hostname external source,
entropy analysis external destination,
® Connection fingerprinting (JA4+ cross segment

for TLS, HASSH for SSH,
Community ID for flows)



<y OpenSearch

Dashboards

* Front end for Zeek logs and
Suricata alerts

* Prebuilt visualizations for all
protocols Malcolm parses

e WYSIWYG editors to create
custom visualizations and
dashboards

* Drill down from high-level
trends to specific items of
interest

* https://localhost/dashboards

Malc®Im

— Dashboard Security Overview

Common Protocols

DCE/RPC @ DHCP @ DNS @ FTP/ TFTP @

ICS/loT Protocols

BACnet @ BSAP @ DNP3 @ EtherCAT @
EtherNet/IP @ GENISYS @ Modbus @
OPCUA Binary @ PROFINET @ S7comm @
Best Guess

Normalized Event Category

{

J;':i" il B i s .[m!_.‘i"]..;u_?. e e s S



Dashboards Filters and Search

voara  Signatures

* Time filter: define
Sea rCh ti m e fra m e 2] % virus OR trojan OR malware OR malicious

+ Add filter

Apr 28, 2020 @ 01:28:0 -

* Query bar: write queries
In Lucene syntax or DQL
(Dashboards Query

L Qverview
a n u a E) Security Overview
g g ICS/loT Security

Zeek Logs Signatures - Log Co... Signatures - Log Count Over Time

General

* Filter bar: define filters = |

USing a UI ;’m firstPacket per n

* Pin filters as you move %ﬁmables signatures - Signature IDs Signatures - Engines
across dashboards - i

Weird

e Save queries and filters Signatures

Intelligence

for reuse e




Network Logs Normalized Event Categ

Ove rVieW General
Dashboards e o

ICS/loT Security Overview
* High-level view of trends, S
sessions and events Actions and Results

Files

* Populated from logs across all Executables
Software
prOtOCO|S Zeek Intelligence

Zeek Notices

* Good jumping-off place for S
Investigation Signatures

Suricata Alerts

= Arkime

Common Protocols

DCE/RPC @ DHCP @ DNS @ FTP / TFTP @
HTTF @ IRC @ Kerberos @ LDAF @ MQTT
® RADIUS @ ROF @ RFE ® SIF @ SME @
SMTP @ SNMP @ SSH @ SSL / X.509

F P — _ -



Zeek Notices

e Zeek notices are things
that are odd or
potentially bad

* |n addition to Zeek’s
defaults, Malcolm
raises notices for
recent critical
vulnerabilities and
attack techniques

Malc®@Im

lashboard Zeek Notices

Network Logs

General

Overview
Security Overview
ICS/IoT Security Overview

Severity
Connections
Actions and Results

Files
Executables
Software

Zeek Intelligence
Zeek Notices
Zeek Weird
Signatures
Suricata Alerts
< Arkime

Common Protocols

DCE/RPC @ DHCP @ DNS @ FTP / TFTP @
HTTP @ IRC @ Kerberos @ LDAP @ MQTT
® MySOL @ NTLM @ NTP @ OSPF @ QUIC
® RADIUS @ RDP @ RFE @ SIP @ SME @
SMTP @ SNMP @ SSH @ SSL / X.509
Certificates @ STUN @ Syslog @ TDS / TDS
RPC / TDS SQL @ Telnet / rlogin / rsh @
Tunnels

ICS/loT Protocols

R R P Y T\ N e = =y F—d -,

Notices - Log Count

749

Notices - Notice Type

Notice Category =
SSL

ATTACK

ATTACK
EternalSafety
Signatures
EternalSafety
ATTACK
EternalSafety
EternalSafety

ATTACK

Notices - Log Count Over Time

140

1 1 1|

i

Notice Subcategory ¢
Invalid_Server_Cert
Execution
Lateral_Movement
ViolationTx2Cmd
Sensitive_Signature
ViolationNtRename
Discovery

EternalBlue
DoublePulsar

Lateral_Movement_Multiple_Attempts



Suricata Alerts

* Protocol-aware
Suricata signatures
generate alerts for
suspect traffic

e Use the default
Emerging Threats
Open ruleset or
custom signatures
from other sources

Network Logs

General

Overview
Security Overview
ICS/loT Security Overview

Severity
Connections
Actions and Results
Files
Executables
Software

Zeek Intelligence
Zeek Notices
Zeek Weird
Signatures
Suricata Alerts

= Arkime

Common Protocols

DCE/RPC @ DHCP @ DNS ® FTP / TFTP @
HTTP @ IRC @ Kerberos @ LDAP @ MQTT
® MySOL @ NTLM @ NTP @ OSPF @ QUIC
@ RADIUS @ RDP @ RFB @ SIP ® SMB @

SMTP @ SNMP @ SSH @ SSL / X.509

Certificates @ STUN @ Syslog @ TDS / TDS

RPC / TDS SQL @ Telnet / rlogin / rsh @
Tunnels

ICS/IoT Protocols

BACnet @ BSAP @ DNP3 @ EtherCAT @
EtherNet/IP @ GENISYS @ Modbus @
OPCUA Binary @ PROFINET @ S7comm @
Best Guess

Alerts - Target

Target ¢
Windows_XP_Vista_7.8_10_Server_32_64_Bit
DNS_Server

Client_Endpoint

Any

SMB_Client

Alerts - Log Count

Alerts - Tags

Count .

352

260

166

36

29

Alerts - Log Count Over Time

1,758 :

“\*gg[ 1D AP ToR
< SMB QUIC swirp
DoH RDP DNS

DriveBy

DCERPC

Syslog

Tunnels
L_Malic

o

Spyware_User_Agent

Alerts - Name

Name ¢

ET POLICY HTTP traffic on port 443 (POST)
ET HUNTING Suspicious NULL DNS Request
ET JA3 Hash - [Abuse.ch] Possible Adware

ET POLICY Command Shell Activity Using Comspec Environmental Variable Over SMB - Very Likely
Lateral Movement



Security & ICS/loT Security Overviews

Network Logs Normalized Event Category Notice, Alert, Signature and Weird - Summary.

General Provider Dataset
s ® Category ¢ Name ¢
Querview suricata alert  Potentially Bad Traffic ET POLICY HTTP traffic on port 443 (POST)
Security Overview

ICS/IoT Security Overview zeek notice  SSL Invalid_Server_Cert
Severity

Connections

suricata Attempted Administrator ET EXPLOIT Possible Zerologon NetrServerAuthenticate
Privilege Gain (CVE-2020-1472)

Actions and Res

Files

- line_terminated_with_single_CR

Executables NUL_in_line

-
Software -
Zeek Intelligence T
Zeek Notices 1
Zeek Weird 3
Signatures E 4 :- suricata Attempted Administrator ET EXPLOIT Possible Zerologon Phase 1/3 - NetrServerR]

end-of-data reached before &until expression found (/o
Ispicy-Idap/analyzer/idap.spicy:165:18)

suricata Misc activity ET HUNTING Suspicious NULL DNS Request

Suricata Al Privilege Gain Challenge (CVE-2020-1472)

© Arkime zeek weird - possible_split_routing

G OO PIOTOCoIE zeek weird data_before_established
zeek weird - premature_connection_reuse

DCE/RPC @ DHCP @ DNS @ FTP / TETP @ + i S

HTTP @ IRC @ Kerberos ® LDAP @ MQTT N

© MySQL @ NTLM @ N OSPF @ QUIC =

@ RADIUS @ RDP @ RFE @ SIP @ SMB @

SMTP @ SNMP @ SSH @ SSL / X.509
ificates ® STUN @ Sysiog ® TDS / TDS

RPC/ TDS SQL @ Telnet / rlogin / rsh @

Tunnels

zeek notice  ATTACK Execution
suricata alert Unknown Traffic ET JA3 Hash - [Abuse.ch] Possible Adware

i zeek weird -

e e o Malc@Im

,,E- zeek notice  Etem § .
. ICS/loT Security Overview
suricata alert  Atten
Gain
ICS/IoT Protocols 1
BACnet @ BSAP @ DNP3 @ EtherCAT @ i
EtherNet/IP @ GENISYS @ Modbus ®
OPCUA Binary @ PROFINET @ S7comm @ 1
Best Guess

= <ons | ZeekLogs ICS/loT Log Counts ICS/loT Traffic Over Time
zeek notice  Signa

zeek weird - cip

General
’ -

modbus
= i Security Overview ethercat - Count i

Export 3 ICS/IoT Security Overview

Rippl
Decod

Corel
2020, Overview
4] s7comm

Severity o

Connections 23 1 04 ) dnp3

Actions and Results r enip
cip - Count

® icmp Eiles iso_cotp

Executables bsap

Software > =
Outdated/Insecure Application Protocols Vulnerabilities Soitware . i 2 @ profinet
Notices
I u | - =
e ——— :

Application Protocol ¢ Protocol Version ¢ Data Source ¢ Log Type & Vulnerability ID ¢ Last Seen . Weird bacnet - Count Other

smb 1 zeek notice Mar 4, 2021 @ 14:01:48.003 Signatures thetcds

Intel Feeds
zeek notice 2 Mar2, 00:00:00.145 v
< Arkime
suricata alert )21.4422: Mar 1, 2021 @ 23:59:59.509 ’
suricata alert 1 Mar 1, 2021 @ 23:03:47.273 Common Protocols cotp - Count

notice Mar 1, ® 23:00113.033

DCE/RPC @ DHCP @ DNS @ FTP

£
HTTP @ IRC ® Kerbero \ 1 9 24 ) 2
@ MySOL @ NTLM @ NTP @ OSPF @ ’ firstPacket pel

QUIC @ RADIUS @ RDP @ RFE @ SIP @ s7comm - Count
SME @ SMTP @ SNMP @ SSH @ SSL / ICS/IoT External Traffic
X.509 Certificates @ STUN @ Syslog ®

6 5 1 4 Protocol Source IP Source Country Destination IP Destination Country
Lrsh ® Tunnels ’

modbus - Count cotp 134.249.62.202 Ukraine 134.249.61.182 Ukraine
ICS/IoT Protocols s7comm 134.249.62.202 Ukraine 13424961182 Ukraine

° 3 829 462 modbus 118189.96.132 Singapore 118189.96.132 Singapore
PROFINET @ M

e % modbus 92.168.66.235 - 166.161.16.230 United Stats
S7comm @ Best Guess enip - Count bsap - Count

s7comm 134.249.62.206 Ukraine 134.249.61163 Ukraine
Network Layer
s7comm 134.249.62.199 Ukraine 134.249.61.163 Ukraine




Filter by Application Protocol

/\Application Protocol

Select v

Cancel changes

Total Number of Logs

1,912,384

zeek - Logs

Top Actions and Results by Service

read_property

| atomic_read_file

read_property_multiple

Read Data

B atomic_write_file

I Send Unit Data

Bl Execute PCCC Service
READ_INPUT_REGISTERS

I Get Attribute List
W Multiple Service Packet
B Send RR Data

Count «
multiple-ack 366,246
multiple-request 327,277
106,521
B 102,000

e s

Total Log Count Over Time by Application Protocol

bacnet @ modbus cotp

Resuilts

Protocol &

bacnet

cip

enip

modbus

o

| bacnet

@ s7comm

Result+
Success
Success

Success

Success

opcua-binary @ dnp3 @ enip @ Other @ ethercat bsap @ iso_cotp @ Unknown

Success

unknown-property =s
mvah%—an’a -index =
l

. Py mowny-m ect
inconsistent-parameters

ner

Count «
277,619
65,421
32,059
30,199

SR

Actions and
Results

 Malcolm normalizes
“action” (e.g., write,
read, create file, logon,
logoff, etc.) and “result”
(e.g., success, failure,
access denied, not
found) across protocols




-
L2
-

7

Zeek Weir

Protocol Dashboards Signatures

Suricata Alerts

Notices - Notice Type

Notice Category =

=+ Arkime

- Highlight application-specific fields of -

Common Protocols ATTACK

Interest
DCE/RPC @ DHCF @ DNS @ FTP/TFTP @ ATTACK
) Grouped by common IT prOtOCOIS and HTTP @ IRC @ Kerberos @ LDAP @ MQTT

|CS/|OT protocols ® MySQL @ NTLM @ NTP @ OSPF @ QUIC
® RADIUS @ RDP @ RFE @ SIP @ SME @ Signatures

» ICS protocols SMTP @ SNMP @ SSH @ SSL / X500 ——
. BACnet Certificates @ STUN @ Syslog @ TDS / TDS '

. BSAP RPC / TDS SQL @ Telnet / rlogin / rsh @
Tunnels EternalSafety
. DNP3 Tunnels |

. EtherCAT ICS/loT Protocols

. EtherNet/IP BACnet @ BSAP @ DNP3 @ EtherCAT @

+ GENISYS EtherNet/IP @ GENISYS @ Modbus @

- Modbus OPCUA Binary @ PROFINET @ S7comm @
. OPCUA Blna ry Best Guess

- PROFINET
« S7comm

EternalSafety

ATTACK

EternalSafety

ATTACK

Export: F




Discover

* Field-level details of logs matching filter criteria
* Create and view saved searches and column configurations

* View other events just before and after an event
event.dataset:software 3 Feb 28, 2021 @ 21:21:5310 - Mar1, 2021 @ 13:47:29.97 l

arkime_sessions3-* v 2,092 hits

) Feb 28, 2021 @ 21:21:53.108 - Mar 1, 2021 @ 13:47:29.975 Auto v

Selected fields

@ source.ip €
=
o
urd.full )
t zeek.software.name I
- | — . e e
zeek.software.software_type . ) : ;
t zeek.software.unparsed_version firstPacket per 10 minutes
Available fields
Time source.ip zeek.software.software_type zeek.software.name zeek.software.unparsed_version url.full
_id
t| index > Mar 1, 2621 @ 06:03:20.675 149.142.85.90 HTTP: :BROWSER MSIE Mozilla/4.8 (compatible; MSIE 5.8; Windows 98; DigExt) =
¥ _score > Mar 1, 26271 @ ©5:51:00.823 124.106.97.191 HTTP::SERVER Microsoft-IIS Microsoft-IIS/5.0 =
t _type
> Mar 1, 2021 @ ©1:37:29.688 173.194.285.18 HTTP::SERVER gws gws =
B @timestamp 3
@version
€ - > Mar 1, 2621 @ 01:37:29.575 192.168.2.7 HTTP: :BROWSER Chrome Mozilla/5.8 (Linux; Android 6.8.1; Blackphone 2 Build/MOB31Z) AppleWebKit/537.36 (KHTML, dike Gec -
agent.hostname ko) Chrome/67.8.3396.87 Mobile Safari/537.36
! age]“ id Mar 1 2071 £ 412400 114 104 11 A 247 UTTP+ +CCERDVEDR lattyul lat+u (0 1 A 281288240\ =




New Visualization

Custom Visualizations

e Create new visualizations from scratch or
based on existing charts or dashboards
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Search Syntax Comparison
I e R

Field exists

Field does not exist

Field matches a value

Field does not match
a value

Field matches at least
one of a list of values

Field range (inclusive)

event.dataset ==
EXISTS!

event.dataset !=
EXISTS!

port.dst == 22

port.dst != 22

tags ==
[external source,

external destination]

http.statuscode >= 200
&& http.statuscode <=

300

_exlists :event.dataset

NOT
_exists :event.dataset

destination.port:22

NOT destination.port:22

tags: (external source OR
external destination)

http.statuscode: [200 TO
300]

event.dataset:*

NOT event.dataset:*

destination.port:22

NOT destination.port:22

tags: (external source or
external destination)

http.statuscode >= 200

and http.statuscode <=
300
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Search Syntax Comparison (cont.)
| Ame | Dashboardsllucend) | DasthoardsloQl

Field range
(exclusive)

Field range (mixed
exclusivity)

Match all search
terms (AND)

Match any search
terms (OR)

http.statuscode > 200 &&
http.statuscode < 300

http.statuscode >= 200 &&
http.statuscode < 300

(tags == [external source,
external destination]) &&
(http.statuscode == 401)

(zeek ftp.password ==
EXISTS!) ||
(zeek http.password ==
EXISTS!) || (zeek.user ==
"anonymous")

http.statuscode: {200 TO
300}

http.statuscode: [200 TO
300}

tags: (external source OR
external destination) AND
http.statuscode:401

_exlists :zeek ftp.password

OR

_exists :zeek http.password

OR zeek.user:"anonymous"

http.statuscode > 200
and http.statuscode <
300

http.statuscode >=
200 and
http.statuscode < 300

tags: (external source
or

external destination)
and

http.statuscode:401

zeek ftp.password:*
or

zeek http.password:*
or

zeek.user:"anonymous"
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Search Syntax Comparison (cont.)

A | e Dashboards (DAL

Global string
search (anywhere
in the document)

all Arkime search expressions

. microsoft
are field-based

host.dns == "*micro?oft*" dns.host:*micro?oft™
Wildcards (2 for single character, » for (2 for single character, » for
any characters) any characters)
R host.http zeek http.host:
€gex == /.*www\.f.*k\.com.*/ /. *www\.f.*k\.com.*/
o source.ip:"0.0.0.0/0" OR
IPv4 values ip == 0.0.0.0/0 destination.ip:"0.0.0.0/0"
(ip.src == EXISTS! | | (_ exists :source.ip AND NOT
IPV6 values ip.dst == EXISTS!) & source.ip:"0.0.0.0/0"™) OR

(_exists :destination.ip AND NOT

(ip !'= 0.0.0.0/0) destination.ip:"0.0.0.0/0")

microsoft

dns.host:*micro*ft*
(x for any characters)

Dashboards Query
Language does not
currently support regex

source.ip:"0.0.0.0/0"™ OR
destination.ip:"0.0.0.0/0"

(source.ip:* and not
source.ip:"0.0.0.0/0") or
(destination.ip:* and not

destination.ip:"0.0.0.0/0™)
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Search Syntax Comparison (cont.)
| Akme | Dashboardsluceng) | Dashboards(oa)

GeolP information exists :destination.geo OR destination.geo:* or
. country == EXISTS! - e
available _exlsts_:source.geo source.geo:*
Log type event.da?aset o event.dataset:notice event.dataset:notice
notice
ip.src == :
. :"172.16.0.0/12" . :"172.16.0.0/12"
IP CIDR Subnets 172.16.0.0/12 source.ip / source.ip 7 6.0.0/
Use Arkime time Use Dashboards time range Use Dashboards time
Search time frame  bounding controls under controls in the upper range controls in the
the search bar right-hand corner upper right-hand corner
GeolP information country — EXISTS! _exists :destination.geo OR destination.geo:* or

available _exists :source.geo source.geo:*
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¥ Arkime

* Front end for both enriched Zeek logs, Suricata alerts and Arkime
sessions

* Malcolm’s custom Arkime Zeek data source adds full support for Zeek logs to
Arkime, including ICS protocols

* Filter by data source (Zeek, Suricata or Arkime); or, view together

e “Wireshark at scale”: full PCAP availability for
* viewing packet payload
» exporting filtered and joined PCAP sessions
* running deep-packet searches

* https://localhost
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®

Arkime Filters and Search

]
1

Public IP Addresses

e Time filter: define search time frame

o

Suricata Logs
Suricata Alerts

* Map filter: restrict results to geolocation

reek conn.log
2022/05(12 2022/05/| Zeek Exclude conn.log

* Query bar: write queries in Arkime syntax

* Views: overlay previously-specified filters on current search

\% Sessions SPIView SPIGraph Connections Hunt Files Stats History Settings Users

R e

il @ @ ©

[ qQ | tags == Cybenville @ Public IP Addresses  ~
‘ o I Custom ” Start ’ 2020/04/27 23:58:59 ‘ M ‘ M H End ‘ 2020/04/28 03:30:23 ‘ M ’ M H Bounding ‘ Last Packet H Interval | Auto 103:31:24
«|e|1]2 4|5 || »

50 per page Showing 101 - 150 of 3,504 entries

&5K (& | Q< | 10% ~ [ > | [ Session Bars

2.0k

1.5k

1.0k

500

2020/04/28 2020/04/28 2020/04/28 2020/04/28 2020/04/28 2020/04/28 2020/04/28 2020/04/28 2020/04/28 2020/04/28 2020/04/28 2020/04/28 2020/04/28 2020/04/28 2020/04/28 2020/04/28 2020/04/28 2020/04/28 2020/04/28 2020/04/28 2020/04/28 2020/04/28
00:00:00 00:10:00 00:20:00 00:30:00 00:40:00 00:50:00 01:00:00 01:10:00 01:20:00 01:30:00

01:40:00  01:50:00  02:00:00  02:10:00 02:20:00 02:30:00 02:40:00 02:50:00  03:00:00  03:10:00 03:20:00  03:30:00
MDT MDT MDT MDT MDT MDT MDT MDT MDT MDT MDT MDT MDT MDT MDT MDT MDT MDT MDT MDT MDT MDT
= oo % Protocols v Start Time % Stop Time ';: Src IP/ Country = Src Port }t DstIP / Country % Dst Port e Packets E: Databytes / %+ Tags Info =
i i i i ! i Bytes
E cmp _ 1mP 2020/04/28 2020/04/28 195.208.218.11 0 103.82.4.84 0 48 3,072 Cyberville
03:16:04 MDT  03:16:28 MDT RU us 4,704
E icmp icmp 2020/04/28 2020/04/28 195.208.218.11 8 103.82.4.84 0 48 2,688 Cyberville external_source external_destination
03:16:04 MDT  03:16:28 MDT RU us

4,032



\%’ Sessions SPIView SPIGraph Connections Hunt Files Stats History Settings Users

‘ Q I protocols == http && tags == external_destination

| (o) ’ Custom

[
S e S S I O n S 50 per page 2|/3|4|5|>| » | Showing 1-50of 12,150 entries
= [ TOUVIIBINGIZEAGTIESgTY T DDA 1 VIUU2s

[Log Type - | hitp
| Malcolm Data Source ~ | zeek
I Malcolm Node ~ | filebeat

. . . (originating Host - | 217.226.31.170
* Field-level details of sessions/logs (St 5e9FSom. ] omary

[ Originating GeolP City ~ | Bremen
matching filters

H Start ‘ 2020/11/11 06:23:48 ‘ K ‘ M H End ‘ 2021/05/30 06:00:53 ‘ K ’ M H Bound

Responding Host - | 124.106.97.191

’ Responding GeolP Cou... ] Philippines

[ Responding GeolP City - ] Santa Elena

e Similar to Dashboards’ Discover e

[ Responding Port ~ | 80

[Related 1P -| 217.226.31.170 124.106.97.191
|m tcp
|W] http
W 1.1

| Action ~ | GET

| Result~ | Bad Gateway

; Sessions SPIView SPIGraph Connections Hunt Files Stats History Settings Users

‘ Q | tags == Cyberville WI 20
‘ o I Custom H Start ’ 2020/04/27 23:58:59 ’ M ‘ M H End ‘ 2020/04/28 03:30:23 ‘ M ’ M H Bounding ‘ Last Packet H Interval ‘ ) |M 20
\ Severity Tags ~ | External traffic
«|le| 1|2 4 (5| » | File Magic ~ | text/htm!
50 per page Showing 101 - 150 of 3,504 entries exvhim
=58 (a]a] [« | 10% - | > | | Session Bars
2.0k
1.5 Zeek http.log
1.0k

500 | Pipeline Depth ~ | 1
0 Request Method ~ | GET
020/04/28 2020/04/28 2020/04/28 2020/04/28 2020/04/28 20 28 20 04/28 2020/04/28 2020/04/28 2020/04/28 202004 04/28 2020/04/28 2020/04/28 202

0 0 00:20:00  00:30:00 00 0 0:00 01:20:00  01:30:00 00  01:50:0 0 00 023000 02 URI~| / vii bin/.\
MDT MDT MDT MDT MDT MDT MDT MDT MDT MDT MDT MDT MDT MDT MDT \ ==

Jwinnt/system32/cmd.exe?/c+dir+x:\\ c+dir+x:\\ c+dir+x:\\

Version ~ I 11 )

= oo % Protocols v Start Time =< Stop Time < SrcIP/Country = Src Port % DstIP/Country = DstPort < Packets % Databytes / < Tags Info =
] ] : i i Bytes
icmp icmp 2020/04/28 2020/04/28 195.208.218.11 0 103.82.4.84 0 48 3,072 Cyberville




Packet Payloads

* Displayed for Arkime sessions with full PCAP (i.e., not Zeek logs)
* File carving on the fly

* Download session PCAP

* Examine payload with CyberChef

Source Destination

GET /PostExploitation/PCAnyPass.exe HTTP/1.1

Accept: text/html, application/xhtmi+xmi, */*

Referer: http://10.10.10.11/PostExploitation/

Accept-Language: en-US

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Trident/5.0)
Accept-Encoding: gzip, deflate

Host: 10.10.10.11

Connection: Keep-Alive

HTTP/1.0 200 OK

Server: SimpleHTTP/0.6 Python/2.7.17

Date: Fri, 17 Apr 2020 19:21:32 GMT
Content-type: application/x-msdos-program
Content-Length: 49152

Last-Modified: Fri, 16 Apr 2010 19:09:50 GMT




Export PCAP

* Creates a new PCAP file from filtered sessions

* Include open, visible or all matching sessions

* Apply “Arkime Sessions” view to sessions first

* Narrow as much as possible prior to exporting (huge PCAP files are a pain)

\7: Sessions SPIView SPIGraph Connections Hunt Files Stats History Settings Users

il @ 0 ©

| Q | country |= US && protocols == http @ Arkime Sessions ~

‘ ® | Custom ’ Start | 2021/02/28 23:59:11 / 128 n M H Bounding | Last Packet H Interval | Auto 00:29:15
Matching ltems ‘ Include | same time peuod linked seamentsrslow) Fllename US_HTTP.pcap ’

50 per page 2|3 |> | » | Showing 1-50 of 120 entries

(& El [<€] 10% ~ | > | [ Session

@ o % Protocols % Start Time 2 Stop Time #SrcIP/Country #SrcPort $DstlP/Country %DstPort 4 Packets v Databytes/ % Tags Info
it z j ’ . Bytes :

tcp http 2021/03/01 2021/03/01 10.0.52.164 2550 61.8.0.17 80 7.195 5,160,414

HTTP out-of-order-dst [URI ~| mirror.pacific.net.au/openoffice/stable/2.0.0/000_2.0.0_ Win32intel_install.exe



SPIView

* Explore “top n” and field cardinality
for all fields of both Arkime sessions
and Zeek logs

* Apply filters or pivot to Sessions or
SPIGraph view for field values of
Interest

e Limit searchto<1
week before using
(it runs many queries)

[ Showing 135,150 entries filtered from 2,629,894 total entries

> | Session

general

malcolm

’ Originating GeolP City | ~ | [ Originating OUI | | Responding GeolP City | - | |

(Originating GeolP City - | Portland *-18%) Mexico City ('8!} Pittsburgh (7) Glendale 5 San Antonio (5% Berkeley (5 Scottsdale
Santa Monica 2! Boulder 2% Lviv 2% Austin ("7} Montreal ('7) San Jose !'7) Quesnoy-sur-Deule (18 Arezzo (15 New York (") To
Phoenix ("9 Reston (1% Elsinore ¥ Ljubljana (¥ Newark (?) Sydney (® Brasilia ®! Clarendon Hills ® Forest ®) Herndon (® Los A
Provo (7! Singapore (7! Toronto (7’ Athens /%) Beijing " Belconnen (¢ Chatsworth ! Hall in Tirol ¥ Lavon (8 Matawan /¢ Santa
Surry Hills ) Vera Cruz {5 Baltimore (¥} Bucharest (*) Chantilly ¢ Chibougamau ) Edmonton (4

| Responding GeolP City - | Portland 5% Mexico City (7% Seattle ("5 San Antonio (2% Arezzo (128 Scottsdale (% Culver City
Fairfax (3*! Austin (33) San Diego *!) Overland Park 27} Quesnoy-sur-Deule 27/ Sydney (27} Bursa (2%} Santa Maria (®®) Secaucus

q

Buenos Aires (2 Kansas City 22/ Lutsk (2% Zhytomyr (29 Reno (!9 Springfield ('9) Amsterdam ('8 Porto Velho ('8 Singapore {18

3

Tuggerah ("% Villach (%) Chatsworth ('* Edmond ('3} Lewisburg ('3 Santiago ('3 Stoney Creek ('3} Jona (12! London (12)

Arlington Heights ("% Brno (9 Dayton ("9 Sesto San Giovanni '? Belconnen (© Segre (?) Chantilly ¥/ Commerce City (@

|W| VMware, Inc. ! Intel Corporate (71} Apple, Inc. (241) Hewlett Packard {196 Dell Inc. (25 Hon Hai Precisio
ASUSTek COMPUTER INC. ("8 Tp-Link Technologies Co..Ltd. {'*) Oracle Corporation {'*! congatec AG {2/ Asiarock Technology
Micro-Star INTL CO., LTD. /3 Palo Alto Networks (3! Routerboard.com (3! Alerton Technologies, Inc. 2/ Askey Computer Corp (2! (
JUMP INDUSTRIELLE COMPUTERTECHNIK GmbH(@ Lite-On ®! Liteon Technology Corporation {2/ Pegatron Corporation 2/ P
Elitegroup Computer Systems Co.,Ltd.") Extreme Networks, Inc. (') Fr. SauterAG (") Fujitsu Limited (") IBM ("} LITE-ON Technolo

Samsung Electronics Co..Ltd!" Seiko Epson Corporation ('} SonicWALL ("' Toshiba Corporation !}
| Responding OUI ~ | SMC EtherPower Il 10/100 (® Hon Hai Precision Ind. Co.,Ltd. (1383 D-Link Systems, Inc. 274 Schweitzer
PCS Computer Systems GmbH (59} Realtek (UpTech? also reported) 57! Juniper Networks (33 Super Micro-Computer, Inc. (¢7) Si

Raspberry Pi Foundation {'') KYE Systems Corp. {'% Technicolor Delivery Technologies Belgium NV ("% Rockwell Automation (?



SPIGraph

* View “top n” field values chronologically and geographically
* |dentify trends and patterns in network traffic

| SPI Graph: ’ Protocols

H Max Elements: ’ 20 “ Graph Type: ‘ timeline/map H Sort by: ’ count “ Refresh every: ‘ 0 ’ seconds }Showlng 135,150 entries filtered from 2,629,894 total entries

smb(32.596j
8.0k

6.0k

2021/03/01 00:00:00 2021/03/01 00:00:10 2021/03/01 00:00:20 2021/03/01 00:00:30

2021/03/01 00:00:40 2021/03/01 00:00:50
MST MST MST

2021/03/01 00:01:00 2021/03/01 00:01:10
MST MST

2021/03/01 00:01:20
MST MST MST MST
udp (28.569)
25k
2.0k
1.5k

2021/03/01 00:00:00 2021/03/01 00:00:10 2021/03/01 00:00:20 2021/03/01 00:00:30 2021/03/01 00:00:40 2021/03/01 00:00:50 2021/03/01 00:01:00 2021/03/01 00:01:10 2021/03/01 00:01:20
MST MST MST MST MST MST MST

MST MST
bacnet(ZGJ 14)

2.5k




Connections

* Visualize logical
relationship
between hosts

* Use any
combination of
fields for source and
destination nodes

* Compare current vs.
previous (baseline)
traffic

@ Iokyo

( \is2168-4-165 @Ecngevo

ya

@ Amsterda

. Atlanta
Ho.{img York

.SanJo »Chicago .

Marietta <,
‘ Hr any nad Jewvisovke




Packet Search (“Hunt”)

* Deep-packet search (“PCAP grep”) of session payloads
* Search for ASCII, hex codes or regular expression matches

* Apply “Arkime Sessions” view to sessions first

;(" Sessions SPIView SPIGraph Connections Hunt Files Stats History Settings Users il @ O (A)

' Q | protocols == http E x @ Arkime Sessions
‘ @ | Al (careful) H Start | 1969/12/31 17:00:00 I :10: n M H Bounding | Last Packet ‘

© Creating a new packet search job will search the packets of 2,906 sessions.

® Hunt Job History

Name 3 Search text Notify Created « ID
s5YpkX0BTA40FhD4X7dA

Status ¢
v 100% 141 HTTP with password password (ascii) 2021/12/06 12:12:27 MST

This hunt is finished

Found 141 sessions matching password (ascii) of 2,908 sessions searched

Created: 2021/12/06 12:12:27 MST

Last Updated: 2021/12/06 12:12:32 MST

Examining 500 raw source and destination packets per session

The sessions query expression was: protocols == http

The sessions query view was: Arkime Sessions

The sessions query time range was from 1969/12/31 17:00:00 MST to 2021/12/06 12:10:02 MST




Data Source Correlation

* Search syntax is different between Arkime and Dashboards
(and in some cases, so are field names)
e See search syntax comparison table, Malcolm and Arkime docs

* Despite considerable overlap, there are
differences in protocol parser support
among Zeek, Suricata and Arkime |

* Learning the strengths of each will help e . .
you more effectively find the good stuff | ’



Correlate Zeek or Suricata Logs and Packet Payloads

Correlate Zeek or Suricata logs and Arkime sessions using common fields
« communityId fingerprints flows to bridge data sources

« rootId/event.id filters logs for the same session

Filter community ID OR’ed with event.id to see all Arkime sessions and
Zeek or Suricata logs for the same traffic

communityId == "1:r7tGG//fXP1PO+BXH3zXETCtEFI=" || event.id == "CQcoro2zo6adgtGlk42"

Last Packet H Interval | Auto 00:00:57

Showing 1 - 6 of 6 entries

% Protocols % Data #+Log Type . Start Time % Stop Time % Src IP/ Country
. Source :

¢ Dst IP / Country ¢ Dst Port ¢ Packets ¢ Databytes /

204.152.184.134 10.0.52.164
us
10.0.52.164

http  http zeek ill=1 2021/03/01 00:06:16

tcp  htip zeek http

ncern)

tcp htip arkime session 2021/03/01 00:06:16 10.0.52.164 _2.0.0_Win32Intel_install. exe

204.152.184.134 8l 9, 6,551,694
us 7,057,419
204.152.184.134 10.0.52.164

us

tcp htip zeek conn 2021/03/01 00:06:16  2021/03/ 5:39 10.0.52.164

tcp  htip suricata alert 2021/03/01 00:06:16

204.152.184.134 8l 9, 6,551,694

us 6,926 454
zeek signatures




File Analysis

e Zeek can “carve” file transfers from common protocols

* Malcolm can examine carved files and flag hits
* ClamAV —open source antivirus engine
* YARA — pattern matching swiss army knife
* Capa—portable executable capabilities analyzer

e VirusTotal — online database of file hashes
* requires APl token and internet connection

* Triggering files can be saved to

Hiyara
zeek-logs/extract files under Malcolm We
. — . ClEins @ CAPA
directory for further analysis ,
 Be careful! Carved files may contain live malware! Z VirusTotal
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Signatures

* Signatures dashboard in
Dashboards shows scanned file
hits

e Use zeek. fuidfield in
Signatures — Logs table to pivot
to connection UID (zeek.uid)

and other logs with pertinent
session details

enera

Overview

Security Overview
ICS/loT Security Overview
Severity
Connections
Actions and Results
Files

Executables
Software

Zeek Intelligence
Zeek Notices

Zeek Weird
Signatures

Suricata Alerts

= Arkime

Common Protocols

DCE/RPC @ DHCP @ DNS @ FTP / TFTP @
HTTP @ |IRC ® Kerberos @ LDAP @ MQTT
® MySQL @ NTLM @ NTP @ OSPF @ QUIC
@® RADIUS @ RDP @ RFE @ SIP @ SME @
SMTP @ SNMP @ SSH @ SSL / X.509
Certificates @ STUN @ Syslog @ TDS / TDS
RPC / TDS SQL @ Telnet / riogin / rsh @
Tunnels

ICS/loT Protocols

BACnet @ BSAP @ DNP3 @ EtherCAT @
EtherNet/IP @ GENISYS @ Modbus @
OPCUA Binary ® PROFINET @ S7comm @
Best Guess
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Signatures - Name

Signature ¢
smb-nt-transact-rename
Execution::Shared Modules [ATT&CK T112!

Execution::Command and Scripting Interpr

Discovery::Query Registry [ATT&CK T1012
Discovery::File and Directory Discovery [A
Defense Evasion::Obfuscated Files or Infor
Discovery::System Information Discovery |
generic.mi

Malicious

malware (ai score=100)
Collection::Clipboard Data [ATT&CK T1115]
Unsafe

Malicious (score: 100)

win/malicious_confidence_100% (W)
malicious (high confidence)
Defense Evasion::Modify Registry [ATT&CI

Stat

- Malicious PE

Discovery::System Location Discovery::Sy:
Defense Evasion::Obfuscated Files or Infor

Win.Spyware.Zbot-68087

Export: < t E

Signatures - Tactic an

Tactic ¢
Execution
Discovery
Defense_Evasion
Discovery
Discovery
Execution
Execution
Defense_Evasion
Defense_Evasion
Defense_Evasion
Defense_Evasion
Discovery
Discovery
Execution

Execution




Search Tips

* Always check your search time frame

e “Zoom in” (apply filters) for a particular field value, pivot to another
field then “zoom out” (remove filters)

* Most Ul controls can work with any data field (2000+)
* Filteronevent .dataset (e.g., conn to see conn.log)

* Filter on protocol regardless of data source (e.g., protocol:http in
Dashboards and protocols == http in Arkime)

* Use tags
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